PacketFence for eduroam
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Introduction

PacketFence is a feature-rich open-source network access control system. It can also be used as a RADIUS server for
eduroam. The following instructions are designed to complement the official PacketFence documentation
https://www.packetfence.org/doc/PacketFence Installation Guide.html.

Community support is offered through mailing lists and high-quality commercial support is also available.

This guide assumes that you have already installed PacketFence and run through the initial configuration, which
includes setting the PacketFence server IP address and admin password.

This document courtesy of Dale Lloyd, Oxford Centre of Islamic Studies



Configuration

Policies and Access Control

Roles
Click New Role

Name: eduroam

Configuration

Q
Role eduroam X
— Policies and Access
= Control v Name  eduroam n
Roles
Description
Domains
Active Directory Parent role M
Domains
Realms Max nodes per user 0
Authentication Sources The maximum number of nodes a user having this role can register. A number of 0 means unlimited number of devices
Network Devi Include Parent ACLs Disabled
Switches

Switch Groups Fingerbank Dynamic ACLs Disabled

Use the Fingerbank dynamic ACLS

Connection Profiles

. ACLs
© Compliance >
P~ Integration >
%
g Advanced Access Access Control Lists
Configuration
Disabled
s Network Inherit VLAN
. - - > Inherit VLAN from parent if none is found
Configuration
System Inherit Role Disabled

14

Configuration Inherit Role from parent if none is found

Inherit Web Auth URL Disabled

Inherit Web Auth URL from parent if none is found

Click Create

Domains

Active Directory Domains
Click New Domain



Configuration

New Domain

Policies and Access

Control h Settings NTLM cache

Roles
Identifier

Domains

Active Directory
Domains

Workgroup

Realms DNS name of the domain

Authentication Sources

Network Devices This server's name
Switches

Switch Groups

Sticky DC
Connection Profiles
Compliance >
Integration > Active Directory server

Advanced Access
Configuration

B Fe

DNS server(s)

s Network ’
® Configuration
03 System 5 ou

Configuration

NTLM v2 only

Allow on registration

camford

camford

camford.ac.uk

The DNS name (FQDN) of the domain.

%h

This server's name (account name) in your Active Directory. Use '%h' to automatically use this server hostname.

This is used to specify a sticky domain controller to connect to. If not specified, default ** will be used to connect to any available domain controller

dc1.camford.ac.uk

The IP address or DNS name of your Active Directory server

10.0.0.1,10.0.0.2

The IP address(es) of the DNS server(s) for this domain. Comma delimited if multiple

Computers

Use a specific OU for the PacketFence account. The OU string read from top to bottom without RDNs and delimited by a /' (ex
Computers/Servers/Unix)

If you enabled "Send NTLMv2 Response Only. Refuse LM & NTLM" (only allow ntim v2) in Network Security: LAN Manager authentication level

If this option is enabled, the device will be able to reach the Active Directory from the registration VLAN

Note: "Allow on registration" option requires passthroughs to be enabled as well as configured to allow both the domain DNS name and each domain
controllers DNS name (or *.dns name). Example: inverse.local, *.inverse.local

e -

Fill in the details then click Create

After clicking Create, near the top left of the webpage, you will see a join failed message. Click on it, click Join then
provide the appropriate credentials to join the PacketFence server to the Active Directory domain.

Domain camford

@ Join failed ~

\ /




Join camford domain x

Please enter administrative credentials to connect to the domain.

Username

Username required

Password

Password required

You should then see Join success

@ Join success ~
Realms

Click New Realm

On the General tab, type the realm

Configuration

New Realm
— Policies and Access
==} Control A General NTLM Auth EAP Configuration Freeradius Proxy Freeradius Eduroam Proxy Stripping
Roles
Realm  camford.ac.uk
Domains
Active Directory Regex Realm
Domains
PacketFence will use this Realm configuration if the regex match with the UserName (optional)
Realms
Authentication Sources ‘M
Network Device
Switches

Switch Groups

Connection Profiles

© Compliance >

P8 Integration >

E Advanced Access
Configuration >

- Network 5

® Configuration
System

o >

Configuration



On the NTLM Auth tab, set the domain to the one created earlier
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Policies and Access
Control

Roles

omains

Active Directory
Domains

Realms
Authentication Sources

Network Devi
Switches

Switch Groups

Connection Profiles
Compliance
Integration

Advanced Access
Configuration

Network
Configuration

System
Configuration

Configuration

New Realm
General NTLM Auth EAP Configuration Freeradius Proxy Freeradius Eduroam Proxy
Domain  camford
The domain to use for the authentication in that realm
eDirectory
The eDirectory server to use for the authentication in that reaim

3 - E3

Stripping



On the Stripping tab, turn off Strip in RADIUS authorization

Configuration

Q
New Realm X
Policies and Access
= Control e General NTLM Auth EAP Configuration Freeradius Proxy Freeradius Eduroam Proxy Stripping
Roles
Strip on the portal ‘) Enabled
Domains Should the usernames matching this realm be stripped when used on the captive portal
Active Directory
i s @ Encdies
Domains trip on the admin
Should the usernames matching this realm be stripped when used on the administration interface.
Realms

Strip in RADIUS authorization . Disabled

Authentication Sources Should the usernames matching this realm be stripped when used in the authorization phase of 802.1x
Note that this doesn't control the stripping in FreeRADIUS, use the options above for that
Network Devices

Switches Custom attributes Disabled

Allow to use custom attributes to authenticate 802.1x users (attributes are defined in the source)

Switch Groups

Connection Profiles LDAP source .

The LDAP Server to query the custom attributes

© Compliance >
Py Integration > LDAP Source for TTLS PAP .
E Advanced Access The LDAP Server to use for EAP TTLS PAP authorization and authentication

Configuration

Network Azure AD Source for TTLS PAP -
Yy >

Conﬂgura"on The Azure AD to use for EAP TTLS PAP authentication
: g System

Configuration >

=3 -3

Click Create

Authentication Sources

Internal Sources
Click New internal source > RADIUS
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Policies and Access
Control

Roles

Domains

Active Directory
Domains

Realms
Authentication Sources

Network Device
Switches

Switch Groups

Connection Profiles
Compliance
Integration

Advanced Access
Configuration

Network
Configuration

System
Configuration

Configuration

Name

Description

Host

Port

Secret

Timeout

Monitor

Use Connector

NAS IP Address

Options

Associated Realms

Authentication Rules

Administration Rules

Authentication Source roaming0_ja_net gmmm X

roaming0_ja_net n

roaming0.ja.net
roaming0.ja.net

1812

If you use this source in the realm configuration the accounting port will be this port + 1

escesescecsseee ®

1

Do you want to monitor this source?

«©

Use the available PacketFence connectors to connect to this authentication source. By default, a local connector is hosted on this server. Using

remote connectors is only supported on a standalone instance at the moment

Which NAS IP Add!
server (management VIP in a cluster).

5 to use when communicating with the RADIUS server. Leaving this empty will make the source u:

e management IP of the

type = auth+acct

Define options for FreeRADIUS home_server definition (if you use the source in the realm configuration). Need a radiusd restart

Realms that will be associated with this source (for the portal/admin GUI/RADIUS post-auth, not for FreeRADIUS proxy)

Add Rule ‘

Add Rule ‘

Do the same for roamingl.ja.net and roaming2.ja.net

Click New internal source > Active Directory



Configuration

Poli
Control

ies and Access

General Certificates

Roles

Name
Domains

Active Directory

Description
Domains

Realms
Host

Authentication Sources

SSL Verify Mode
Network Devices fy

Switches

Switch Groups Dead duration
Connection Profiles

Compliance >

Integration > Connection timeout

Advanced Access
Configuration

B ¥ S

Request timeout
o Network

Configuration

1

System
Configuration

o

> Response timeout

Base DN
Scope

Username Attribute

Search Attributes

Append search attributes LDAP filter

Email Attribute

Bind DN

Password

Cache match

Monitor

Shuffle

Use Connector

Associated Realms

Authentication Rules

Administration Rules

Authentication Source Active_Directory_User_Auth_Eduroam

Active_Directory_User_Auth_Eduroam

User authentication for eduroam SSID (internal members)

.

389 Start TLS -

none -

The SSL verify mode when connecting via LDAP. Only applies when using Start TLS or LDAPS.

60

How much time in seconds should a server be marked dead before it is retried. When specifying multiple LDAP servers or a DNS name pointing to
multiple IPs, then this option can be used to offer more consistent failover. A value of 0 disables this feature

LDAP connection Timeout

5

LDAP request timeout

10

LDAP response timeout.

DC=camford,DC=ac,DC=uk
Subtree -

UserPrincipalName =

Main reference attribute that contain the username

Other attributes that can be used as the username (requires to restart the radiusd service to be effective)

Append this Idap filter to the generated generated Idap filter generated for the search attributes.

mail

LDAP attribute name that stores the email address against which the filter will match

PacketFence@camford.ac.uk

Leave this field empty if you want to perform an anonymous bind

Test

000000 00r0000resssteessseesesseesssssersssserssseresssseessties

(o]

Will cache results of matching a rule

@

Do you want to monitor this source?

Randomly choose LDAP server to query.

@

Use the available PacketFence connectors to connect to this authentication source. By default, a local connector is hosted on this server. Using
remote connectors is only supported on a standalone instance at the moment

ford.ac.uk % -

Realms that will be associated with this source.

Q assign_eduroam_role_for_internal_members

staws @) Enabled

Name  assign_eduroam_role_for_internal_members
Description
Matches ~ All v
U Conditions | Add Condition ©o
e 1 Role v eduroam -
N+
2 Access duration  ~ 12 hours v
N+

Add Rule ‘

oo - B



You should now have the following listed under Internal Sources:

Internal Sources

New internal source ¥

L1

Name

roaming0_ja_net

roaming1_ja_net

roaming2_ja_net

Active_Directory_User_Auth_Eduroam

Type

RADIUS

RADIUS

RADIUS

Active Directory

Description m

roaming1.ja.net
roaming2.ja.net

User authentication for eduroam SSID
.
(internal members)



Exclusive Sources
New exclusive source > Eduroam

Configuration

« Authentication Source Eduroam_Outbound grem
— Policies and Access
B8 . htrol 7 Name  Eduroam_Outbound
Roles
Description  Eduroam Source
Domains
Active Directory Domains Eduroam Realm Options ~ nostrip
Realms

{
iuthenticationiSurces FreeRADIUS options to add in the realm definition

ork Devices
Operator-Name
Switches
Value of the Operator-Name attribute appended to the radius request
Switch Groups

Connection Profiles uroam roaming0_ja_net roaming1_ja_net roaming2_ja_net

4 The RADIUS Server(s) to proxy authentication
© Compliance > e
P¥. Integration > Type  Keyed Balance
Advanced Access N Home server pool type

Configuration
L

I* m

Network Configuration Authentication listening port 11812

v

PacketFence Eduroam RADIUS virtual server authentication listening port

€5 System Configuration

v

Reject Realms

Realms that will be rejected

Local Realms camford.ac.uk *

Realms that will be authenticate locally.

Authentication Rules @ catchall_for_eduroam_visitors_only

stas @ Enabled

Name  catchall_for_eduroam_visitors_only
Description
Matches Al

Conditions | Add Condition

Actions 1 Role
N+
2 Access duration
N+

o |

Network Devices

Switch Groups
Create a Switch Group for your access points

eduroam

12 hours

0



Configuration

Switch Group aruba_ap X
— Policies and Access
= Control v Definition Roles Inline RADIUS SNMP CLI Web Services Members Basic Mode
Roles
Identifier ~ aruba_ap
Domains

Active Directory Domains Description  aruba_ap
Realms

Authentication Sources Type  Aruba Instant Access .

Network Devices Mode u N

Switches
Switch Groups Deauthentication Method ~ RADIUS =
Connection Profiles No
Deauth on previous switch
O Compliance > This option parameter will allow you to do the deauthentication/CoA on the previous switch where the device was connected
P¥- Integration >
External Portal Enforcement Defauit (No)
) Advanced Access > Enable external portal enforcement when supported by network equipment
Configuration
%" Network Configuration > VolP Kinfan (o)
&% System Configuration >
voip DHep Detoct (@CID) Defautt (ves)

Detect VoIP with the DHCP Fingerprint

Dynamic Uplinks @D oefautt (Dynamic)

Dynamically lookup uplinks.

Note: Some RADIUS related settings have been moved to the RADIUS tab
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Policies and Access
Control

Roles
Domains
Active Directory Domains

Realms
Authentication Sources

Network Devices
Switches

Switch Groups

Connection Profiles
Compliance
Integration

Advanced Access
Configuration

Network Configuration

System Configuration

Policies and Access
Control

Roles
Jomair
Active Directory Domains

Realms

Authentication Sources

Switches

Switch Groups

Connection Profiles
Compliance
Integration

Advanced Access
Configuration

Network Configuration

System Configuration

Configuration

Switch Group aruba_ap

Definition Roles Inline RADIUS

Role mapping by VLAN ID

Role by VLAN ID

Role mapping by Switch Role

SNMP CLI Web Services Members Basic Mode

No

Role by Switch Role (D ves

registration
isolation
macDetection
inline
Machine
REJECT
User

default
eduroam
gaming

guest

voice

Role mapping by Web Auth URL

Role by Web Auth URL

e |

Configuration

Default (No)

Switch Group aruba_ap X
Definition Roles Inline RADIUS SNMP CLI Web Services Members Basic Mode
Secret Passphrase  eeeeeesssssssssssssssss ®

usecon @D Defaut (Yes)

Use CoA when available to deauthenticate the user. When disabled, RADIUS Disconnect will be used instead if it is available

Use Connector For Deauth (@D Default (Yes)

Use the available PacketFence connectors to perform RADIUS deauth (access reevaluation). By default, a local connector is hosted on this server.

Controller IP Address

Use instead this IP address for de-authentication requests. Normally used for Wi-Fi only.

Disconnect Port

For Disconnect request, if we have to send to another port

CoA Port

For CoArequest, if we have to send to another port

Post MFA Validation

Default (No)

Add an extra validation in the RADIUS flow to detect if the user successfully validate the MFA

CLI/VPN Access Enabled

Default (No)

Allow this network equipment to use PacketFence as a RADIUS server for CLI or VPN access



Switches
Create a switch using an IP address or range, linked to the switch group that you just created.

Configuration

9 Switch 10.10.200.0/24 ez X
— Policies and Access
& Control b Definition Roles Inline RADIUS SNMP CLI Web Services Basic Mode
Roles

IP Address/MAC Address/Range (CIDR) ~ 10.1.0.0/24
vomains
Active Directory Domains Description
Realms

Authentication Sources Type

Network Devices Mode

<

Switches

Switch Groups Switch Group ~ aruba_ap - (aruba_ap) -

Connection Profiles
Deauthentication Method

4

© Ccompliance >
P¥. Integration > Deauth on previous switch No
a Advanced ACCGSS ) This option parameter will allow you to do the deauthentication/CoA on the previous switch where the device was connected
Configuration
. External Portal Enforcement Defauit (No)
\; Network Configuration > Enable external portal enforcement when supported by network equipment
€§ System Configuration >
VolP Default (No)
volp DHCP Detoct @D Default (Yes)
Detect VoIP with the DHCP Fingerprint
Dynamic Uplinks @D octautt ©ynamic)
Dynamically lookup uplinks

Note: Some RADIUS related settings have been moved to the RADIUS tab

Connection Profiles
Eduroam for internal members



Configuration

Q
=) Policies and Access
Control Settings Captive Portal Files
Roles
Profile Name
Domains
Active Directory Domains
Realms Profile Description
Authentication Sources
Enable profile
Network Devices
Switches Root Portal Module
Switch Groups
Connection Profiles Acti .
ctivate preregistration
Compliance >
Integration >
Advanced Access
> Automatically register devices

Configuration

Network Configuration >

g1 @ Fo

System Configuration
o g > Reuse dot1x credentials

Dot1x recompute role from portal

MAC Auth recompute role from portal

Dot1x unset on unmatch

Enable DPSK

Default PSK key

Enable Unbound DPSK

Automatically deregister devices on accounting stop

VLAN pool technique

Filters

Filter

Advanced filter

Sources

Billing Tiers

Provisioners

Scanners

Self service policy

Standard Connection Profile Catch_Eduroam_internal_members

Catch_Eduroam_internal_members

Aprofile id can only contain alphanumeric characters, dashes, period and or underscores

Profile to handle requests from internal members on Eduroam SSID

@ erevies

Default portal policy v

The Root Portal Module to use

Disabled

This activates preregistration on the connection profile. Meaning, instead of applying the access to the currently connected device, it displays a local account that is created while
registering. Note that activating this disables the on-site registration on this connection profile. Also, make sure the sources on the connection profile have ‘Create local account'
enabled.

c Enabled

This activates automatic registation of devices for the profile. Devices will not be shown a captive portal and RADIUS authentication credentials will be used to register the device.
This option only makes sense in the context of an 802. 1x authentication
Disabled

This option emulates SSO when someone needs to face the captive portal after a 802.1x 802.1x are reused on the portal to match an
authentication and get the appropriate actions. As a security precaution, this option will only reuse 802.1x credentials if there is an authentication source matching the provided

realm. This means, if users use 802.1x credentials with a domain part (username@domain, domain\username), the domain part needs to be configured as a realm under the
RADIUS section and an authentication source needs to be configured for that realm. If users do not use 802.1x credentials with a domain part, only the NULL realm will be match IF
an authentication source is configured for it

@ erevies

When enabled, PacketFence will not use the role initialy computed on the portal but will use the dot1x usemname to recompute the role

Disabled

When enabled, PacketFence will not use the role initialy computed on the portal but will use an authorized source if defined to recompute the role

@ erevies

When enabled, PacketFence will unset the role of the device if no authentication sources returned one.

Disabled

This enables the Dynamic PSK feature on this connection profile. It means that the RADIUS server will answer requests with specific attributes like the PSK key to use to connect on
the SSID

This is the default PSK key when you enable DPSK on this connection profile. The minimum length is eight characters.

Disabled

This enable Dynamic Unbound PSK. If the network equipment supports sending attributes that allow to identify the PSK using the Access-Request attributes, then the user attached
to the PSK can be found and used in the same manner as in 802.1x

Disabled

This activates automatic deregistation of devices for the profile if PacketFence receives a RADIUS accounting stop. This option only makes sense in the context of an 802.1x
authentication

username_hash v

The algorithm used to calculate the VLAN in a VLAN pool

any -

1 SSID - eduroam -
With no filter specified, an advanced filter must be specified

Basic Mode

ALL (AND) -0

The advanced filter acts as an additional filter that is combined with the basic filters and respects all/any

1 Active_Directory_User_Auth_Eduroam -

N+

With no source specified, all internal and external sources will be used

Add Billing Tier ‘

With no billing tiers specified, all billing tiers will be used.

l Add Provisioner

With no provisioners specified, the provisioners of the default profile will be used

i Add Scanner

With no scan specified, the scan engine will not be triggered.

. R - | o



Eduroam for visitors

Configuration

g Standard Connection Profile Catch_Eduroam_Outbound_eduroam_visitors X

Policies and Access

v
B contror Seftings  Captive Portal  Files
Roles
Profile Name  Catch_Eduroam_Outbound_eduroam_visitors n

Domains
Aprofi d can ony contan alhanumeric characters, dashes, perod and or underscares
Active Directory Domains " v !

Realms Profile Description  Outbound requests to Eduroam servers for visitors coming from other universities

Authentication Sources

enatlo profle (@) Enabied

Network Devices
Switches Root Portal Module  Default portal policy v
Switch Groups. The Root Portal Module to use,

Connection Profiles Activato proregisration Disabled

it displays a local account that is created while

© Compliance > Ths proregitration on the connction profie. Meaning, nstead of pplying the access o the curently connecied devic
registerng. Note tht actvling this disablesthe on-steregisraton on tis connecton profe. Alo, meke sure he sources on the connection profle have ‘Create loca account
P Integration > enabled
Advanced Access
Enabled
—— wtomatially registor devic
[ G > sy g v @O
This actvates automatc registaton of davice for the rofle. Devices wilnot be shown acapive poraland RADIUS authenicaton credental will b used (o registe tho
2" Network Configuration 5 “This option only makes sense in the cantext of an 802.1x authentication.

€8 System Configuration > Disabled

Reuse dot1x credenials
This option emulates SSO when someone noeds fa face the capive porll afer a successful 802.Tx connection. 802.1x credenlials are roused on the portal to match an
authentication and get the appropriate As a securiy procauion, this option wil only reuse 802.1x credentials f there s an authentication source maiching the provided

realm. This means, f users use 802.1x credentils with a domain part (userame@domein, domain usemae), the domain part needs (o be configured as a realm under the

RADIUS section and an authentication source needs fo be configured for hat realm. Ifusers do not use 802.1x credentials with a domain pert, only the NULL reaim wil be malch IF

‘an authontication sourco is conigurod for it

Dottx recompute oo fom portal @D Enatled
Whn enablod, PacketFenca will ot usa tha oo inialy computad on the portalbutwil use the dot1x username to racomputo the falo

MAC Auth recompute role from portal Disabled

When enabled, PacketFence will ot usa the ole inialy computod on the portal but wil use an authorized source if defined to recompute the rolo.

Dottxunset on unmatcn (@) Enabled

When enabed, PacketFence will unset the ole of the device if no authentication sources retumed one.

Enable DPSK Disabled

< like the PSK key to use to connect on

This enables the Dynamic PSK feature on this connecton profle. It means that the RADIUS server willanswer requesis with specific ari
the SSID

Default PSK key

This is tho default PSK koy whon you onablo DPSK on this connocton profile. The minimurm longth is oight i

Disabled
his Unbound PSK.If pports sending tfrbutas that allow to idantify e PSK using the Access- Reques attributes, then the usr aftached

Enable Unbound DPSK

101ho PSK can be found and usod i the same manner as in 802.1x

Automatically deregistor devices on accounting stop Disabled

This activates automaic deregistation of devices for the profie if Pa his option the context of an 802 1x

authentcation

VLAN pool technique  username._hash

The aigorithm used to calculate the VLAN in a VLAN pool

Fiters  any

Fiter
: ' Realm -~ eduroam . eo

Wih o fiter spacifed, an advancad fitor must bo specifed
Advanced fiter Basic Mode
ALL (AND) - 8

The advanced filer acis as an addiional fite that s combined withthe basic fiters and respecis allany

Sources | Add Source

o source specified, all nternal and external sources wil be used

g o | AdaBig Tor |

With o billng ters spacid, all biling iers will be used.

Provisioners | Add Provisioner

Wih no provisioners spacified, the provisionars of the dafault profile willbe used

oo | Addscamer

With no scan specified, the scan engine wil not be tiggered

Solf service policy

System Configuration

SSL Certificates > RADIUS tab
Create the appropriate RADIUS certificates and place them here.

TLS profiles (Optional)
If you wish to accept connections from outdated operating systems, lower the TLS minimum version



Configuration

= TLS Profile tls-common X
&5 System Configuration  « - contior (TR n
M onfigura
General Configuration Certificate Profile  radius -
Alerting
Monit DHFile  ${certdir}/dh
Advanced

CAPath  ${cadir}
Maintenance

Services Cipher List  DEFAULT

ECDH Curve  prime256v1

General
Advanced
TLS Minimum version 1.0 -
Cluster
TLS Maximum version 1.2 -
RADIUS
Corest OCSP Profile ~ default =
EAP Profiles

TLS Profiles
Fast Profiles

PKI SSL Certificates
OCSP Profiles

DNS Configuration
Admin Access
Admin Login

SSL Certificates

Connectors

Status

Services

Start and enable the radiusd-eduroam service. | suggest restarting the PacketFence server at this point to ensure
that all services are started with the current configuration.

=‘~= Status | rts Auditing Nodes s Configuration
Q
Alive [ ]
radiusd-cli © Enable P> Start
Assets Enabled [ )
Network Threats
L Alive [ ]
MEel CETmIEE o radiusd-eduroam @ Disable ' Restart [ Stop

Local Queue

Testing

You should now be able to use PacketFence to connect to eduroam. Look at the Auditing tab to see connection
requests and actions.



