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Background

One of the key barriers in successful deployment of eduroam, is around ensuring that users are adequately
supported. 802.1x/WPA2 Enterprise configuration on the majority of devices is a little more complex than PSK -
based Wireless solutions, which users are familiar with at home. As a result there is a need for on-boarding tools
to be made available to users, such as eduroam CAT.

Organisations providing eduroam will need to provide access to their chosen on-boarding tool; typically they will
be available via the organisations eduroam support web page. The challenge for many organisations is that
devices need Internet access to visit to the organisations eduroam support web page, this usually isn’t a problem
for mobile phones which usually have access to the Internet via the mobile network.

However, there are other situations which require an Internet connection or local network access to gain access
to the on-boarding tools. This includes where organisations have poor mobile coverage, but also for tablets and
laptop devices, which may not have access to the mobile network.

The solution deployed by many organisations is that of a ‘Walled Garden’, this is a network connection that
enables sufficient access to download on-boarding tools, gain access to support webpage and any other relevant
access, but it should fall short of providing full internet access.

Our work with the Further Education sector has highlighted the need for organisations deploying eduroam to
also deploy a ‘Walled Garden’ to on-board large numbers of users onto eduroam, and to enable users to ‘self-
service’. The ‘Walled Garden’ is typically made available by broadcasting an open wireless SSID.

The following guide is aimed to help you in configuring a walled garden network. This uses the Open-source
product pfSense, which is a Firewall solution based on FreeBSD. It's a viable solution, even for organisations
which typically don’t use Unix-based operating systems, since it is almost entirely configured through a web
page, is comparable to appliance-based solutions, and is relatively easy to maintain and update.

pfSense can be configured to run in a Virtual Machine, this guide covers using VMware, but it can also be
deployed in a Xen environment, or on physical hardware.

Since the completion of this guide, there has been an update to pfSense from 2.2 to 2.3, and has is now known as
the pfSense Community Edition. Since the update the user interface has improved, but there is very little change
to the menu options and pages. These instructions have been tested with version 2.2.4 and 2.3.2, we recommend
using the latest stable version of the software.

Author: Jon Agland, Subject specialist (network technologies and infrastructure), Jisc
Document - Version 0.5

Date 9" August 2016
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J' Walled garden for on-boarding user devices to eduroam

ISC

Changelog

Version Modification Author Date

0.2 Initial version Jon Agland 19" January 2016

0.3 Updating following feedback from Jon Agland 20" April 2016
eduroam (UK) team

0.4 Added eduroam CAT website list Jon Agland 6% July 2016

0.5 Update Background related to new Jon Agland 9" August 2016

pfSense 2.3 release

Added missing Network screenshot from
Create New Virtual Machine

Changelog added
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Considerations

You should take some time to consider and even design the solution, security is one of the key areas to think
about. Opening up an open wireless network is a significant risk. Whilst we have some confidence that pfSense
can provide a secure solution, you may wish to consider additional safeguards. We would suggest the following

e LAN port of pfSense must be into a dedicated network (VLAN)
o VLAN should have no IP address on other Routers, Switches, Firewall
o DHCP/IP Helper/Directed-Broadcast is not required, DHCP will be provided by pfSense
o VLAN may need IP addressing (an SVI) on the Wireless controller
=  We know this to be true for Wireless controllers from Cisco and Meru.

o If you need multiple controllers at different locations, which then use different VLANSs, then you
may need multiple pfSense units

o This VLAN will be your ‘walled garden’ where untrusted devices will be connected.
o TheIP subnet used should be unique on your network
e  WAN port of pfSense
o Should be into a dedicated network (VLAN)
o Could be a‘DMZ’, restricted network, or the perimeter/Internet edge network
o Ensure that pfSense Web and SSH interfaces are secured appropriately.

o The corresponding IP interface e.g. on a Router, Layer 3 Switch or Firewall, should have an
appropriate Access-List to offer further protection to your infrastructure

o Consider that a failure or misconfiguration of the pfSense could expose this network to untrusted
devices.

o The IP subnet used must be unique on your network, and be routable out the Internet but can
utilise NAT

e Further usage of pfSense;
o You could utilise to provide a Captive Portal for non-eduroam users
» Janet connected sites should consider our guidance on guest and public access.

o If using dynamic VLANSs in your eduroam/RADIUS configuration, your ‘walled-garden’ could be
elected as the default VLAN for the controller or for RADIUS in the event of a configuration issue.

o Aseparate network and interface could be used to provide the eduroam visitor network, this will
need to be compliant with the eduroam (UK) Technical Specification.
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https://community.jisc.ac.uk/library/janet-policies/guest-and-public-network-access
https://community.jisc.ac.uk/library/janet-services-documentation/eduroamuk-technical-specification
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Preparing

Start by downloading the latest ISO image from the pfSense website. Whilst a 32-bit version is available for
most installations you should use the 64-bit version.

The pfSense ISO image is compressed using gzip, therefore you may need a package such as 7Zip or you could
gunzip the file on a Linux/Unix system.

Download the Captive Portal PHP code from Gist/Github.
RAW PHP version for download (RAW PHP version of file)

Code version for info/comment/contribution (Gist/Github of captiveportal.php)

Preparing 4


https://gist.githubusercontent.com/jagland/15d15760949773d8287d/raw/5da275c4280754e5d1a01ce7c1d87b20fd5c54d7/captiveportal.php
Gist/Github%20of%20captiveportal.php
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Creating a VMware Virtual Machine for pfSense

Open up your VMware vSphere Client, Right click on your Host/Cluster/Resource Pool and choose ‘New Virtual
Machine’

File Edit View Inventory Administration Plug-ins Help
=l és"io esxil.private sftwales.com VMware ESXi, 5.5.0, 2068190 | Evaluation (18 days remaining)
old
S Byt Virtual Machines | Resource Allocation | Performance | Configuration | Local Users & Groups | Events | Permissions
General Resources
Manufacturer: He CPU usage: 222 MHz Capadity
Model: ProLiant ML110 G5 “ 2% 2.327GHz
CPU Cores: 2CPUs x 2,327 GHz Memory usage: 3348.00 MB Capadity
Processor Type: Intel(R) Xeon(R) CPU i 8062,11 MB
3065 @ 2.33GHz
License: Evaluation Mode - Storage = | Drive Type | Capacity |
B vm-storage 55D 37975GB 37
Processor Sodets: : B loab Non-S5D 465.50GB 46
Cores per Socket: 2 B loak Non-S5D 465.50GB 46
Logical Processors: 2 B locll-150s +5.. Non-SI 149.00 GB 12
Hyperthreading: Inactive B local0-VMs,No-.. Non-5D 19150 GB &
Mumber of NICs: 2
4| i I b
State: Connected
Virtual Machines and Templates: 4 Network | Type
vMotion Enabled: MNfA i DMZ Standard port group
WMware EVC Mode: Disabled i pfSense-Lan Standard port group
® iscsl Standard port group
vSphere HA State @ nja i SFTWales LAN Standard port group
Host Configured for FT: MNfA
4| [0 | b
Active Tasks:
Host Profile: MNfA Fault Tolerance
Image Profile: ESXi-5.5.0-20140902001-st... Fault Tolerance Version: 5.0.0-5.0.0-5.0.0
Profile Compliance: @ NA Refresh Virtual Machine Counts
efresh Virtual Machine Coun
DirectPath 1j0: Mot ted
rectPath 1/0 at stppar ~ Total Primary VMs: 1]
Powered On Primary YMs: v}
Commands
Total Secondary VMs: 1]
ﬁ_-il- New Virtual Machine Powered On Secondary VMs: 1]
a‘ Mew Resource Pool Host Management
ﬁ Enter Maintenance Mode
Manage this host through VMware vCenter,
% Reboot
% Shutdown

Creating a VMware Virtual Machine for pfSense 5
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Choose Typical

File Edit View Inventory Administration Plug-ins Help

o [ [esxi0 (&) Create New Virtual Machi =7
@ old

Configuration Virtual Machine Version: &
Select the configuration for the virtual machine

Configuration Configuration

Mame and Location @ -

Resource Pool Typical

Storage Create a new virtual machine with the most common devices and configuration options.

Guest Operating System ’i |

MNetwork " Custom

Create a Disk Create a virtual machine with additional devices or spedific configuration options. |

Ready to Complete B 45¢
B 46
B 12:
B g

Ul

ints

Help | < Back | MNext > I Cancel

Creating a VMware Virtual Machine for pfSense 6
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Enter a name for your virtual machine (in this instance we chose pfsense-wg)

File Edit View Inventol ini i -i

o [ |esxi0 @ Create New Virtual Machi =l
@ old

Name and Location Virtual Machine Version: 8
Spedfy a name and location for this virtual machine

Configuration Mame:
Mame and Location
Resource Pool

pfsense-wal

Virtual machine (VM) names may contain up to 80 characters and they must be unique within each

Storage
Y . vCenter Server VM folder.
Guest Operating System ‘
Metwork WM folders are not viewable when connected directly to a host. To view VM folders and specify a location | _|
- for this VM, connect to the vCenter Server. B 37¢

Create a Disk

Ready to Complete B 46«
B 46«
B 128
B g«

il

ints

Help | = Back | Mext = I Cancel |

#

Creating a VMware Virtual Machine for pfSense 7



J' Walled garden for on-boarding user devices to eduroam

ISC

Choose the Resource Pool and click Next;

File Edit View Inwventol ini i -l
o [ |esxi0 @ Create New Virtual Machi
@ old

Resource Pool Virtual Machine Version: 8
Within which resource pool do you want to run this virtual machine?

Confiquration Select the resource pool within which you wish to run this virtual machine.

Mame and Location

Resource Pool Resource pools allow hierarchical management of computing resources within a host or duster. Virtual
Storage machines and child pools share the resources of their parent pool.

Guest Operating System

Network ENE]

Create a Disk @ old

Ready to Complete

Help | < Back | Mext = I Cancel

Creating a VMware Virtual Machine for pfSense 8
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Choose an appropriate storage location. In most environments a SAN or NAS are used, rather than local disks,
you will require ~8GB of storage to start. The storage needn’t be your Highest Tier (e.g.. SSD/SAS), Lower Tier
storage (e.g. SATA) will be more than sufficient for most usage.

File Edit View Inventory Administration Plug-ins Help

o O esx0 (&) Create New Virtual Machi
@ od - -
Storage Virtual Machine Version: 8
Select a destination storage for the virtual machine files
Confiquration Select 3 destination storage for the virtual machine files:
Mame and Location o e C - e = = T
Resource Pool _ame rive Type apacity | Provision ree | Type in Pro
Storage B locald-VMs, .. Non-SD 14150 GB 5182 GB 94.43 GB VMFS5 Supporte
Guest Operating System H locall-150s +.. Non-SD 149,00 GB 26.14 GB 122,86 GB VMFS5 Supporte b
Metwork a local2 Non-550 465.50 GB 592.00 MB 464.92 GB VMFS3 Supportt
Create a Disk B loaB Mon-550 465,50 GB 59200 MB  464.92 GB VMFS3 supporte |2 7
v te C = -
Ready to Complete @ vm-storage SSD 379.75GB 973.00MB _ 378.80 GB VWMFSS cppoi |
B 46
B 122
B g
2
] 1 +
-
MName Drive Type Capacity | Provisioned Free | Type Thin Provi i
unts
4 nr *
Help < Back | Mext = I Cancel
]
‘ T T

Creating a VMware Virtual Machine for pfSense 9
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Choose the number of network interfaces and their connections, at this stage choose just one interface for
example on a LAN or DMZ. At a later stage we will add an additional interface for the ‘Walled Garden’, do not
add it now.

- ~
(&) Create New Virtual Machine = 3] = |

Metwork Virtual Machine Version: 8

Which network connections will be used by the virtual machine?

Configuration — Create Network Connections
i Mame and Location
i Resource Poal How many NICs do you want to connect? Il 'I
Il Storage

Guest Operating System Connect at
L] Network Metwaork Adapter Power On
| Create a Disk TR W
L Ready to Complete ¢ |SFTWalesLAN ;I |E1000 ;I
L
|
i
I If supported by this virtual machine version, more than 4 NICs can be added after the
i virtual machine is created, via its Edit Settings dialog.
I Adapter choice can affect both networking performance and migration compatibility. Consult
|| the \VMware KnowledgeBasefor more information on choosing among the network adapters
L supportedforvarious guestoperating systems and hosts.
L
U

Help | < Back | Mext = I Cancel
|

\. v,

Creating a VMware Virtual Machine for pfSense 10
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Choose the Guest Operating System version (FreeBSD 64-Bit)

File Edit View Inventory Administration Plug-ins Help

B [ |esxi0 @ Create New Virtual Machil =8
& od B

Guest Operating System Virtual Machine Version: 8
Spedfy the guest operating system to use with this virtual machine

Configuration

Mame and Location Sl pEE HEEE

Resource Pool " windows
Storage
. " Linux
Guest Operating System
MNetwork * Other |
Create a Disk
Version;

Ready to Complete

Freegspeabin |

Identifying the guest operating system here allows the wizard to provide the appropriate defaults for
the operating system installation.

Help | < Back | Next = I Cancel

Creating a VMware Virtual Machine for pfSense 11
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Select the size of the disk. This can remain at the default of 8GB. The type i.e. Thick Provision or Thin Provision
will depend on your procedures;

File Edit View Inventony Administration Plug-ins Help
o 0 () Create New Virtual Machine =)
o old
2@ Create a Disk Virtual Machine Version: 8

Specify the virtual disk size and provisioning policy

Confiquration Datastore: [ymstorage
Name and Location

Resource Pool .
Available space (GB): 378.8
Storage @)
Guest Operating System 5 o s
Virtual di : =
Netacrk irtual disk size: 8 3 IGB ;

Create a Disk

& Thick Provision Lazy Zeroed
Ready to Complete

" Thick Provision Eager Zeroed

" Thin Provision

ints

Help | < Back | Next > I Cancel |

Creating a VMware Virtual Machine for pfSense 12
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On this screen, remember to tick ‘Edit the virtual machine settings before completion

File Edit View Inventol

2 [@ |esxi0
@ old

@ Create New Virtual Machil

Ready to Complete

Virtual Machine Version: 8

Click Finish to start a task that will create the new virtual machine

Configuration

Mame and Location
Resource Pool

Storage

Guest Operating System
Metwork

Create a Disk

Ready to Complete

Settings for the new virtual machine:

Name: pfsensewg

Host/Cluster esxil.private.sftwales.com
Datastore: vm-storage

Guest 05: FreeBsD (64-bit)

NICs: 1

NIC 1 Network: SFTWales LAN

NIC 1 Type: Ei000

Disk provisioning: Thick Provision Lazy Zeroed
Virtual DiskSize: 8GB

[V Edit the virtual machine settings before completion

/&, Creation of the virtual machine (VM) does not indude automatic installation of the guest operating
system. Install a guest OS on the VM after creating the VM.

Help |

< Back | Continue I Cancel

Creating a VMware Virtual Machine for pfSense
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Complete the following changes
e Memory - adjust as required (for small installations 256 MB may be suitable).
e CPUs—adjust as required (for most installations 1 CPU will be sufficient)
e Floppy - can be removed

e NIC- Check that the Interface is set correctly, this will become the *‘WAN Interface’ within pfSense.

File Edit View Inventory Administration Plug-ins Help

= @ [esx0 (& Create New Virtual Machin
@ od

-
(&) pfsense-wg - Wirtual Machine Properties

Hardware lOpﬁons ] Resources

Device Status
I Show All Devices Add... Remove r
Hardware Summary r
Wl Memory (a_ddmg} 1024 MB Device Type
[d cprus (adding) 1 @
. * Client Device L
vid rd (add Vid rd
g eoca ) (@ Ilig} eo_ca Note: To connect this device, you must power on the !V
= VMO device (adding) Restricted virtual machine and then dick the Connect CD/OVD B 37
L New CD/DVD (adding) Client Device | button in the toolbar. 8 ag
é New Floppy (adding) Client Device B ag
e New SCSI Controller (add...  LSI Logic Parallel ® e 5 12:
B8 New NIC (adding) SFTWales LAN 5 g
= MNew Hard Disk (adding) Virtual Disk | J .
" Datastore ISO File [
Mode
{* passthrough IDE {recommended)
" Emulate IDE b
Virtual Device Node
¢ |IDE (1:0) |
pnts

Help Finish Cancel |

Creating a VMware Virtual Machine for pfSense 14
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Uploading the ISO Image

Choose a Datastore under Storage, Right click and choose ‘Browse Datastore’

File Edit View Inventory Administration Plug-ins Help

= [ [esxi0
@ old

esxil.private.sftwales.com VMware ESXi, 5.5.0, 2068190 | Evaluation (18 days remaining)

L Bl Virtual Machines | Resource Allocation | Performance | Configuration ' Local Users & Groups | Events | Permissions

Image Profile:
Profile Compliance:
DirectPath 1jO:

ESXi-5.5.0-20140902001-st. ..

@ Nia

Mot supported 3

General Resources
Manufacturer: HP CPU usage: 222 MHz Capadty
Model: Proliant ML 110 G5 w 2% 2.327 GHz
CPU Cores: 2CPUs x 2,327 GHz Memory usage: 3348.00 MB Capadity
Processor Type: Intel(R) Xeon(R) CPU T T P 8062, 11 MB
3065 @ 2.33GHz

License: Evaluation Mode - Storage = | Drive Type | Capacity |

a vm-storage 550 379.75 GB 37
Processor 5°$‘5' ! B local Non-S=D 465.50 GB 46
C"r_eslper Socket: 2 8 lock Non-SD 465.50 GB 46
L°9'°aﬂfr°°§_55°“' z B locall-150s 5. Non-5D 149.00G8 1%
Hyperthreading: Inactive B locald-VMs,No-.. Non-5D 14150 GB 9
Mumber of NICs: 2

4| 1} | b
State: Connected
Virtual Machines and Templates: 4 Network | Type
vMotion Enabled: NjA Q DMZ Standard port group
YMware EVC Mode: Disabled Q pfSense-LAN Standard port group

® iscst Standard port group
vphere HA State @ nja Q SFTWales LAN Standard port group
Host Configured for FT: N/A

< [l | +
Active Tasks:
Host Profile: NfA Fault Tolerance

Commands

E_T Mew Virtual Machine
a‘ MNew Resource Poal
ﬁ Enter Maintenance Mode

% Reboot

By shutdown

Fault Tolerance Version:

Total Primary VMs:
Powered On Primary YMs:

Total Secondary YMs:
Powered On Secondary YMs:

5.0.0-5.0.0-5.0.0

Refresh Virtual Machine Counts
1]
1]

Host Management

Manage this host through YMware wCenter.

Creating a VMware Virtual Machine for pfSense
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Next click on the ‘Upload files to Datastore’ icon (It's the one with the green arrow point upwards)

File Edit View Inventory Administration Plug-ins Help
=] E g’do esxil.private sfiwales.com VMware ESXi, 5.5.0, 2068190 | Evaluation (18 days remaining)
old
ﬂl pfsense-wg LI EGT Virtual Machines | Resource Allocation | Performance ' Configuration ' Local Users & Groups | Events | Permissions

General Resources

Manufacturer: HP CPU usage: 125 MHz Capadty

Model: ProLiant ML110 G5 ‘ 2% 2,327 GHz

CPU Cores: 2CPUs x 2,327 GHz Memery usage: 3349.00 MB Capadty

Processor Type: Intel(R) ¥eon{R) CPU Y 3062.11MB

-
@ Datastore Browser - [locall - ISOs + Swap] = & RS
+
B BC R 8R X @
Folders | Search I [locall - I1S0s + Swap] iso
Name Size | Type | Path | Modif
@ FreeNA5-9.3-STABLE-2015021... 392,022.00 KB IS0 image [locall- 1505 + Swap]iso 18/02,
()] 9600.17050.WINELUE_REFRE..  4,435,832.00 KB IS0 image [locall- I50s + Swapliso 18/02
@ pfSense-LiveCD-2.2-RELEASE-... 230,258.00 KB IS0 image [locali- I50s + Swap]iso 18/02,
@ ubuntu-15.04-server-amdédiso 630,784.00 KB IS0 image [locall-I50s + Swapliso 17/08,
4 T 3
\ b,

ﬁ‘j‘ New Virtual Machine Powered On Secondary YMs: o]

6 New Resource Pool Host Management

ﬁ Enter Maintenance Mode

Manage this host through VMware vCenter,
[By Reboot
% Shutdown

Creating a VMware Virtual Machine for pfSense 16
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Next choose the ISO image you wish to upload (If you do not have an ISO image refer to the pre-requisites

section)

File Edit View Inventory Administration Plug-ins Help

=] E g"io esxil.private sftwales.com VMware ESXi, 5.5.0, 2068190 | Evaluation (18 days remaining)
old
@ pfsense-wg =T 0B Virtual Machines | ResourceAllocation | Performance | Configuration ' Local Users & Groups | Events | Permissions
General Resources
Manufacturer: HP CPU usage: 60 MHz Capacity
Model: ProLiant ML110 G5 ! 2% 2,327 GHz
CPU Cores: 2CPUs x 2,327 GHz Memory usage: 3349.00 MB Capacity
Processor Type: Intel(R) Xeon(R) CPU Lol 8062.11 MB
@ Datastore Browser - [locall - ISOs + Swap] L = RS L
r——— "
(@ Uploadltens ¢ % B B & M
@Ov| b iso v|¢f|| Search iso Pl
_ — T _— L 3
Organize v New folder =~ 0 @

45 Favorites Name Date modified Type Size

BE Desktop |44 pfiense-LiveCD-2.24-RELEASE-amd64 03,/09/2015 16:38 Disc Image File 302,038 KB

.. Organisational In

& Downloads
1= Recent Places
i ownCloud
#& OneDrive for Bus| =
E) SharePoint

4 |5 Libraries
> @ Documents
> J’ Music
» [ Pictures

> B Videos

4 M| Computer
- G 0SDisk (C) b/
Filename: pfSense-LiveCD-2.2.4-RELEASE-amd64 -

Open |v] ’ Cancel

Creating a VMware Virtual Machine for pfSense 17
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On the following dialogue you can select ‘Yes'

File Edit View Inventory Administration Plug-ins Help

@ Datastore Browser - [locall - ISOs + Swap]

=] E g"io esxil.private sftwales.com VMware ESXij, 5.5.0, 2068190 | Evaluation (18 days remaining)
old
Gh pfsense-wg STl EL e Virtual Machines | ResourceAllocation | Performance | Configuration ' Local Users & Groups | Events | Permissions
General Resources
Manufacturer: HP CPU usage: 90 MHz Capacity
Model: ProLiant ML110 G5 ‘ 2x 2.327 GHz
CPU Cores: 2CPUs x 2,327 GHz Memory usage: 3349.00 MB Capacity
Processor Type: Intel(R) ¥eon(R) CPU T 8062. 11 MB
"
= = 22

R

Folders | Search |

[locall - IS0s + Swap] iso

Name

Upload/Download Operation Warning

If a file or folder in the target location has the same name as the one been
copied, it will be replaced. Do you still want to continue?

™ Do not show this message again

Size | Type Path | Modif
i - 1505 + Swap]iso 18/02,

- - 1505 + Swapliso 18/02,
150s + Swap]iso 18/02,

1505 + Swap]liso 17/08,

fes

I 2

E_T Mew Virtual Machine
G' Mew Resource Pool
fl Enter Maintenance Mode

% Reboot

[Fy shutdown

Powered On Secondary VMs: [i}

Host Management

Manage this host through VMware vCenter,

Creating a VMware Virtual Machine for pfSense
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The file may take a few minutes to upload (depending on network and storage performance)

File Edit View Inventory Administration Plug-ins Help

Bl E g"io esxil.private.sftwales.com YMware ESXi, 5.5.0, 2068190 | Evaluation (18 days remaining)
old
@ pfsense-wg ST G Virtual Machines | Resource Allocation | Performance | Configuration | Local Users & Groups | Events | Permissions
General Resources
Manufacturer: HP CPU usage: 90 MHz Capacity
Model: ProLiant ML110 G5 . 2% 2.327GHz
CPU Cores: 2CPUs x 2,327 GHz Memory usage: 3349.00 MB Capacity
Processar Type: Intel(R) ¥eon(R) CPU I 8062.11MB
~
@ Datastore Browser - [locall - ISOs + Swap] = E] Py
+
BB eRE X @
Folders | Search | [locall - IS0s + Swap] iso
=/ Name Size | Type | Path | Madif
O .edd.sf @ FreeNAS-9.3-5TABLE-2015021... 392,022.00 KB IS0 image [locall- IS0z + Swap]liso 18/02,
- iso (9] 9600.17050.WINBLUE_REFRE..  4435,832.00 KB 150 image [locall- [50s + Swap]iso 18/02,
O Ubuntu @ pfser - — -  — 0s + Swap]iso 18/02,
@) ubunt @ Uploading... - - —___ 5 + Swap]iso 17f08,

C:\Users\Jon. Agland\Desktopljso\pfSense-LiveCD-2, 2. 4-RELEASE-amd&4.
iso

From
C:\Users\Jon. Agland'\Desktopjso\pfSense-LiveCD-2, 2, 4-RELEASE-amd&4.is
o to [local1 - ISOs + Swap] iso/pfSense-LiveCD-2, 2, 4-RELEASE-amd64.iso

s [ el |

1minute(s) and 9 second(s) remaining

] 1 b
\. s
E_T New Virtual Machine Powered On Secondary VMs: 1]
6 Mew Resource Pool Host Management
ﬁ Enter Maintenance Mode
% Reboot Manage this host through VMware vCenter,
eboo

% Shutdown

Creating a VMware Virtual Machine for pfSense 19
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Attaching ISO Image to the VM

We now need to select the Virtual Machine (‘pfsense-wg’ in this case) and under Commands choose ‘Edit

Settings’

File Edit View Inventory Administration Plug-ins Help

ERERE
@ old

(1 [pfsense-wa

pfsense-wg

Tl Resource Allocation | Performance | Events ' Console ' Permissions

General

Resources

Guest O5:

WM Version;

CPL:

Memory:

Memory Overhead:

VMware Tools:
IP Addresses:

DMS Mame:

State:
Host:
Active Tasks:

vSphere HA Protection:

FreeBSD (64-hit)
]

1vCPU

256 MB

87.95MB

& Not running (Not installed)

Powered Off
esxi0.private.sftwales.com

@ N B

Consumed Host CPU:
Consumed Host Memaory:
Active Guest Memory:
Refresh Storage Usage

Provisioned Storage: B8.46 GB
Mot-shared Storage: 8.00 GB
Used Storage: B.00 GB
Storage - Drive Type | Capacity |
a vm-storage 55D 379.75 GB 36t
4 [ | +
Network | Type
Q SFTWales LAN Standard port group

Commands

[ Power On
G Edit Settings

Annotations

Notes:

< Edit

Creating a VMware Virtual Machine for pfSense
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We now need to edit the CD/DVD Drive. Under device type choose ‘Datastore ISO File’ and Browse

- O X

File Edit View Inventory Administration Plug-ins Help

= [ esxi0 pfsense-wg
@ old

{h | pfsense-wa
Hardware IOpticns | Resources | Virtual Machine Version: 8
—Device Status
[~ show Al Devices Add... | Remove | [T Comnected
Hardware | Summary | [~ Connect at power on
Wl Memory 256 MB T ——— Boe Usage
A cprus 1 P ) 8.46 GB
Video card Video card _Cl'E”t Device 8.00 GB
= VMCI davice Restricted 8.00 GB
@ 5CsI controller 0 LsI LogicParallel |¥Reity |
&, cD/DVD drive 1 (edited) Image File | GBE  36¢
& Harddisk1l Wirtual Disk ' Host Device r
BB Network adapter1 SFTWales LAN
| =
% Datastore 150 File

I Browse... |

—Virtual Device Node
& |1DE (1:0) CO/DVD drive 1 |

Help | oK Cancel
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Ensure that the option for ‘Connect at power on’ is ticked

B [ esx0
2 od
{51 | pfsense-wg
Hardware |0|:|tigr|5 I Resources I Virtual Machine Version: 8
— Device Status

[ Show Al Devices Add... | Remove | Connected

Hardware | Summary | ¥ Connectat power on

Wl Memory 256 MB e — B0e Usage

[ crus 1 - . 8.46 GB
Videa card Videa card _Cl'e”t Device 8.00 GB
= VMCI device Restricted B.00 GB
@ SCsIcontroller 0 L5I LogicParallel {IBeity |

% CD/DVD drive 1 (edited) [locall - ISOs + Sw... | GE 36
&= Hard disk1 Virtual Disk ® T >
BB Network adapter 1 SFTWales LAN I _I

-
% Datastore ISO File

I:e-LiveCD—Z.Z. 4-RELEASE-amd64.iso Browse... |

— Virtual Device Node
& |IDE (1:0) CO/OVD drive 1 ~|

Help | Ok Cancel
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Jisc

pfSense Installation

e Within a VM installation you are unlikely to want to setup VLANS, these can be handled within the
Hypervisor i.e. VMWare, in this case choose 'n’

e Within a Physical server you may need to setup VLANS, In this case choose 'y’

) esxi0 - vSphere €
File Edit View Inventory Administration Plug-ins Help

B @ esxi0
= @ od
(3 | pfsense-wg

(R)ecovery mode can assist by rescuing config.xml
from a broken hard disk installation, etc.

(IJnstaller may be invoked now if you do
not wish to boot into the liveCD environment at this time.

(C) continues the LiveCD bootup without further pause.

Timeout before auto boot continues (seconds): 1

Loading configuration

Default interfaces not found —-- Running interface assignment option.
Valid interfaces are:

emd AB:8c:29:57:47:8e (up) Intel(R) PR0O-/1888 Legacy Network Connection 1.8.
6

Do you want to set up ULANs first?

If you are not going to use ULANs, or only for optional interfaces, you should
say no here and use the webConfigurator to configure ULANs later, if required.

Do you want to set up ULANs now [yinl? |]
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When prompted for the WAN interface enter the valid interface lists above i.e. ‘emo’

B @ esxi0
= @ od
(3 | pfsense-wg

(C) continues the LiveCD bootup without further pause.

Timeout before auto boot continues (seconds): 1

Loading configuration

Default interfaces not found -- Running interface assignment option.
Valid interfaces are:

emB 88:8c:29:57:47:8e (up) Intel(R) PR0O/1888 Legacy Network Connection 1.8.
6

Do you want to set up ULANs first?

If you are not going to use ULANs, or only for optional interfaces, you should
say no here and use the webConfigurator to configure ULANs later, if required.

Do you want to set up ULANs now [yinl? n
If you do not know the names of your interfaces, you may choose to use

auto-detection. In that case, disconnect all interfaces now before
hitting ’a’ to initiate auto detection.

Enter the WAN interface name or ’a’ for auto-detection: [J
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When prompted for a LAN interface choose ‘a’ for auto. Finally when it asks how ‘interfaces will be assigned’
check and choose 'y’

1 esxi0 - vSphere

File Edit View Inventory Administration Plug-ins Help

B [ esxio
@ old
(5 | pfsense-wg

If you do not know the names of your interfaces, you may choose to use
auto-detection. In that case, disconnect all interfaces nou before
hitting 'a’ to initiate auto detection.

Enter the HAN interface name or 'a’ for auto-detection: emd

Enter the LAN interface name or 'a’ for auto-detection

NOTE: this enables full Firewalling/NAT mode.

(or nothing if finished): a

Connect the LAN interface now and make sure that the link is up.
Then press ENTER to continue.

No link-up detected.

Enter the LAN interface name or 'a’ for auto-detection
NOTE: this enables full FirewallingsNAT mode.

(or nothing if finished):

The interfaces wWwill be assigned as follows:

HAN -> enB

Do you want to proceed [yinl?yl]
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Next you will need to ‘Install pfSense to a hard drive, etc..’ enter ‘99’

File Edit View Inventery Administration Plug-ins Help

B @ esxi0
@ od
(38 | pfsense-wg

Sep 3 15:54:55 php-fpml6461]1: /rc.start_packages: Restarting-Starting all packa
ges.

pfSense (cdrom) 2.2.4-RELEASE amd64 Sat Jul 25 19:57:37 CDT 2815

Bootup complete

FreeBSD- amdb4 (pfSense. localdomain) (ttyuB)
=xx% Llelcome to pfSense 2.2.4-RELEASE-cdrom (amdB4) on pfSense =xx

WAN (wan) -> emd -> v4/DHCP4: 18.8.188.214-24
v6/DHCP6: 2aB1:348:2cd:bc:28c:29ff:fe57:478e/6

4

H) Logout (55H only) 9) pfTop
1) Assign Interfaces 18) Filter Logs
2) Set interface(s) IP address 11) Restart webConfigurator
3) Reset webConfigurator password 12) pfSense Developer Shell
4) Reset to factory defaults 13) Upgrade from console
5) Reboot system 14) Enable Secure Shell (sshd)
6) Halt system 15) Restore recent configuration
7) Ping host 16) Restart PHP-FPM
8) Shell

99) Install pfSense to a hard drive, etc.

Enter an option: J]
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There is usually little reason to change options here. Choose ‘Accept these Settings’

File Edit View Inventory Administration Plug-ins Help
B [@ esxi0
= @ old
(D | pfsense-wg

F1@=Refresh Display

Your selected environment uses the
following console settings, shown in
parentheses. Select any that you wish

to change.

< Change Video Font (default) >
< Change Screenmap (default) >
< Change Keymap (default) >
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For a new installation on a VM, then choose Quick/Easy Install.

Custom Install can be used for features like ‘Software RAID’ (using two hard disks to provider RAID, but without a
Hardware RAID controller)

Rescue config.xml can be used to restore a backup, so for a re-installation.

) esxi0 - vSphere C

File Edit View Inventory Administration Plug-ins Help

= @ esxio
@ oud
(3 | pfsense-wg

FiA=Refresh Display

Choose one of the following tasks to
perform.

< Quicks/Easy Install >

< Custom Install >

< Rescue config.xml >
< Reboot >

< Exit >

Invoke Installer with minimal questions
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For a new VM installation there should be nothing to consider here, just choose ‘OK’

For any other installation take more notice, especially if you have any disks containing data you may wish to
retain.

1 esxi0 - vSphere C ra

File Edit View Inventory Administration Plug-ins Help

B [F esxi0
@ od
(3 | pfsense-wg

FiB=Refresh Display

Easy Install will automatically install
without asking any questions.

WARNING: This will erase all contents
in your first hard disk! This action is

irreversible. Do you really want to
continue?

If you wish to have more control on
your setup, choose Custom Installation
from the Main Menu.

< Cancel >
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B G esxio
@ od
(33 | pfsense-wg

F18=Refresh Display

susr/localsbin/cpdup -wuv -1 -0 7usr /mmt-usr

(2 35%

pfSense Installation
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Once again for a VM installation we can go with the default, so choose ‘Standard Kernel’. For some physical
hardware installations you may want to use the ‘Embedded kernel’

B [{ esxi0
=@ ou — — : .
3  pfsense-wg Summary  ResourceAlloc erformance | Events: [ Perr

F1B=Refresh Display

You may now wish to install a custom Rernel configuration.

< Standard Kernel >

< Embedded kernel (no UGA console, keyboard >
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The installation will be copying files for a short time

) esxil - vSphere [a

File Edit View Inventory Administration Plug-ins Help

B @ esxi0
@ old
(3 | pfsense-wg

F1B=-Refresh Display

if [ -f /etcs/installed_filesystem.mtree 1; then Ausr/sh...
95% 1

< Cancel >
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Finally when the installation is complete, you can choose to ‘reboot’

) esxi0 - vSphere C

File Edit View Inventory Administration Plug-ins Help
B @ esxi0

= @& od
(3 | pfsense-wg

F18=Refresh Display

This mMachine is about to be shut down.
After the machine has reached its
shutdown state, you may remove the CD
from the CD-ROM drive tray and press
Enter to reboot from the HDD.

< Return to Select Task >

pfSense Installation
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After a reboot, you should be presented with a screen similar to the following, showing that pfSense is now
installed. Make a note of the WAN IP address, as you will need to visit this in a Web Browser.

7 esxi0 - vSphere o= |

File Edit View Inventory Administration Plug-ins Help

B @ esxi0
@ old
{33 | pfsense-wg

Starting CRON... done.

Sep 3 15:58:31 php-fpml242]1: rrc.start_packages: Restarting-sStarting all packag
es.

pfSense (pfSensel) 2.2.4-RELEASE amd64 Sat Jul 25 19:57:37 CDT 2815

Bootup complete

FreeBSD-amdB4 (pfSense.localdomain) (ttyuB)
== Helcome to pfSense 2.2.4-RELEASE-pfSense (amdB64) on pfSense s

HAN C(wan)d -> el -» vdsDHCP4: 18.8.188.214-24
VE/DHCPG: ZaB1:348:2cd:bc:2B8c:29ff:fe57:478e/6

4

8) Logout (S5H only) 9) pfTop
1) Assign Interfaces 18) Filter Logs
2) Set interface(s) IP address 11) Restart webConfigurator
3) Reset webConfigurator password 12) pfSense Developer Shell
4) Reset to factory defaults 13) Upgrade from console
5) Reboot system 14) Enable Secure Shell (sshd)
6) Halt system 15) Restore recent configuration
7) Ping host 16) Restart PHP-FPM
8) Shell

Enter an option: ]

pfSense Installation
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Configuring pfSense

Visit the WAN IP address via https in your Web Browser in the example https://10.0.188.214.

You will need to accept the Self-Signed certificate that is used within pfSense

7 Privacy error x ‘
€ C' (% b#s://10.0.188.214

B

Your connection is not private

Attackers might be trying to steal your information from 10.0.188.214 (for example,

passwords, messages or credit cards).

\7\ Automatically report details of possible security incidents to Google. Privacy policy

Advanced Back to safety
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ISC

On the initial screen click ‘Next’

' @ pfSense.localdomain - pfo x

RN [&bt-tﬁ://lﬂ.o.188.214/wizard.php?}<ml=setup_wizard.xml

This wizard will guide you through the initial configuration of pfSense.

The wizard may be stopped at any time by clicking the logo image at the top of the screen.
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ISC

The following screen advertises the Commercial support available via a pfSense gold subscription.

' @ pfSense.localdomain - Blir x
€ - C  (xb#ps//10.0.188.214/wizard.php

Feel the power of a pfSense Gold subscription. Receive special benefits while supporting ongoing development of
the Open Source pfSense project.

Benefits include access to our AutoConfigBackup secure cloud based backup service for up to 10 hosts, pre-
publication access to the updated pfSense: The Definitive Guide book in PDF, fully updated for the pfSense 2.1
release, and a monthly online MeetUp! Video conference to discuss and demonstrate advanced features and
architectures using pfSense.

Go to pfSense Gold Subscriptions to sign up now

Configuring pfSense 37



Jisc Walled garden for on-boarding user devices to eduroam

On this screen we provide the hostname and domain

'@ pfSenselocaldomain - Ge: X
€ - C' | (X b#ps//10.0.188.214/wizard.php @ ¥y

0n this screen you will set the general pfSense parameters.

General Information

Hostname: N pfsense-wg
EXAMPLE: myserver

Domain: r\ example.ac.uk
EXAMPLE: mydomain.com

The default behavior of the DNS Resolver will ignore manuzlly configured DNS servers for dlient queries and query root DNS servers directly. To use the
manuzlly configured DNS servers below for client queries, visit Services > DNS Resolver znd enzble DNS Query Forwarding after completing the wizard.

Primary DNS Server: r\ 8.8.8.8

Secondary DNS Server: & 8844

Override DNS: Allow DNS servers to be overridden by DHCP/PPP on WAN
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ISC

Here you may provide any Time zone and NTP server settings. If you have a local NTP server enter it here.

' Q@ piSenselocaldomain - Tin %

€& - C' | [xb#ps://10.0.188.214/wizard.php

Please enter the time, date and time zone.

Time Server Information

st Treoa T & 0.pfsense.pool.ntp.org
Enter the hostname (FQDN) of the time server.

Timezone: | ErjuTC v
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On this screen you may wish to remove the tick related to ‘Block RFC1918 Private Networks’, especially if the
WAN interface is on such a network.

'%’ pfSenselocaldomain - Cor %

€ - C X h#rs//10.0.188.214/wizard.php Qe @ =
] -
PPPoE Idle timeout: I

If no qualifying outgoing packets are transmitted for the spedified number of seconds, the connection is brought down. An
idle timeout of zero disables this feature.

PPTP configuration

PPTP Username:

N
PPTP Password: N

PPTP Local IP Address: [\, 1w
A

. This option causes the interface to operate in dial-on-demand mode, allowing you to have a virtual full time
PPTP Dial on demand: connection. The interface is configured, but the actual conmection of the link is delayed until qualifying outasing traffic is
detected.Enzble Dizl-On-Demand mode

PPTP Idle timeout: If no qualifying outgoing packets are transmitted for the spedified number of seconds, the connection is brought down. An

idle timeout of zero diszbles this feature.

RFC1918 Networks

Block RFC1918 Private I/ When set, this option blocks traffic from IP addresses that are reserved for private netuvl.rorks a5 per RFC 1918 (10/8,
. 172.16/12, 192.168/16) as well as loopback addresses (127/8). You should generally leave this option turned on, unless
wour WAN network lies in such 2 private address space, too.Block private networks from entering via WAN

Block bogon networks

11" \When set, this option blocks traffic from IP addresses that are reserved (but not RFC 1918) or not yet assigned by
Block bogon networks: TANA. Bogons are prefixes that should never appear in the Internet routing table, and obviously should not zppear as the
source address in any packets you receive.Block non-Internet routed networks from entering via WAN

Next

4
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'W pfSenselocaldomain - Set %

€& - C' | Bb#ps//10.0.188.214/wizard.php?xml=setup_wizard.xm|&stepid=6&next=Next

On this screen we will set the admin password, which is used to access the WebGUI and also SSH services if you
wish to enable them.

Set Admin WebGUI Password

Admin Password: @ sesssss

Admin Password AGAIN: |® [A——
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'W pfSense.localdomain - Rel x

€« - C' | [xb#ps://10.0.188.214/wizard.php

Click 'Reload’ to reload pfSense with new changes.
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'@ pfsense-wg.exampleacul x

€ - C' | B b#ps//10.0.188.214/wizard.php?xml=setup_wizard.xml&stepid=9

Congratulations! pfSense is now configured.
Please consider contributing back to the project!
Click here to purchase services offered by the pfSense team and find other ways to contribute.

Click here to continue on to pfSense webConfigurator.

Wizard completed.

https://10.0.188.214
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' @ pfsense-wg.exampleacu. X
€« C | [ b#s://10.0.188.214 Qi m =

» System » Interfaces » Firewall » Services » VPN } Status » Diagnostics » Gold » Help

Status: Dashboard
B

System Information Interfaces

Name pfsense-wg.example.ac.uk

1000baseT <full-duplex:
O wan P

Version 2.2.4-RELEASE (amd64) (DHCP) T | 10.0.188.214
built on Sat Jul 25 19:57:37 CDT 2015 2a01:348:2cd:bc:20c:29ff:fe57:478e

FreeBSD 10.1-RELEASEp15

Obtaining update status ...

Platform pfSense

Intel(R) ¥Xeon(R) CPU 3065 @ 2.33GHz
Current: 290 MHz, Max: 2327 MHz

Uptime 00 Hour 03 Minutes 58 Seconds

Current
date /time

CPU Type

Thu Sep 3 17:02:14 BST 2015

127.0.0.1

10.0.188.253
DNS 10.0.188.1
server(s)

.B.8.8
£.4.4

Last config

change Thu Sep 3 17:01:58 BST 2015

State table (
o 1% (272/22000)

Show states

MBUF Usage

d
4% (510/14112)
Load average 0.14, 0.21, 0.11

e (Updating in 10 seconds)

Memory L] -
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Adding a LAN Interface

VMWare ESXi Networking Configuration

Firstly confirm that you have the required LAN or VLAN configured as a Virtual Machine Port Group in VMWare.

If you do then you can skip to the section on ‘'Virtual Machine Networking Configuration’. If you are using a

Virtual Machine cluster then you should ensure that all Virtual Machine hosts (Hypervisors) are configured

identically, or at least consistently.

Eesxi{l - vphere Client

File Edit View Inventory Administration Plug-ins Help

|E§ Home D&ﬂ Inventory D@ Inventory

= [ [esxi0 esxil.private sftwales.com VMware ESXi, 5.5.0, 2068190 | Evaluation (18 days remaining)
g ;Ifcs‘ense—wg Summary | Virtual Machines ' ResourceAllocation | Performance Local Users & Groups | Events | Permissions
Hardware View: |vSphere Standard Switch
Health Status Networking Refresh Add Networking... Properties...
Processars o
Memory Standard Switch: vSwitchd Remave... Properties... N
Storage Virtua| Machine Port Group — - Phiysical Adaptars
v Networking 1 DMZ . E@ vmnic0 1000 Full |§3
Storage Adapters = |1 virtual machine(s) | VLAN ID: 2
Network Adapters iisweb Eh
Advanced Settings Virtuzl Machine Port Group
Power Management L3 pfsense-LaN gqp
E |1 virtual machine(s) | VLAN ID: 191 L
Software pfsense & i
Licensed Features Virtual Machine Port Group
Time Configuration b iscsl g‘*
DINS and Routing 3 |1 virtual machine{s) | VLAN ID: 130
Authentication Services FreeNAS @**
Virtual Machine Startup/Shutdown Viruz| Machine Port Group
Virtual Machine Swapfile Location b SFTWales LAN g‘”
Security Profile = 4 virtual machine(s) |
Host Cache Configuration FreeNAS @ﬂh
System Resource Allocation pfsense @
Agent VM Settings Ubuntu @
Advanced Settings pfsensewig a‘h
VMkema! Port
L3 VMkernel (R % il
Recent Tasks MName, Target or Status contains: - l— Clear %
Name | Target | Status | Details | Initiated by | Requested Start Ti... — | Start Time | Con »
@ Power On virtual machine @ pfsensewg @ Completed root 04/09/2015 10:40:37 04/09/2015 10:40:37 D4,|'[|:|
@ Rescan VMFS Q esxil @ Completed root 04/09/2015 10:40:00 04/09/2015 10:40:00 04/t _
o e = . . . T e o e T,

4‘|

1

| b

|#] Tasks |

|Bvaluation Mode: 18 days remaining  [roct
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Choose Add, and Virtual Machine

E esxi0 - vSphere Client

File Edit View Inventory Administration Plug-ins Help

a EA @ Home b g8 Inventory b Eﬁ Inventory
= [ esxio
@ old

@

Connection Type
Networking hardware can be partitioned to accommodate each service that requires connectivity.
, Properties...

Connection Type

— Connection Types

Connection Settings
' virtual Machine

Add a labeled network to handle virtual machine network traffic.

Summary

" VMkernel

The VMkernel TCP/IP stack handles traffic for the following ESXi services: vSphere vMotion, iSCSI, NFS,
and host management.

Recent Tasks Help | < Back I Next > I Cancel I 3 Clear

—— —

Name — — ——

— L
@ Power On virtual machine @ pfsensewg & Completed root 04/09/2015 10:40:37 04/09/2015 10:40:37 04/c_|
J,;j Rescan VMFS [2 esxi0 @ Completed root 04/09/2015 10:40:00 04/09/2015 10:40:00 04/ _
;\i = RS = 5 = i : SN .“,.‘,‘_._..,._. e
A3 Tasks | Evaluation Mode: 18 days remaining |root

This screen is where you select the vmnic or vSwitch concerned.

e Inthis scenario we are using physical NIC on the ESXi server, this plugged directly into the wireless
AP/Controller. You may see this in a production environment, where you are using a physical NIC to the
VMWare server and untagged/access VLAN on the corresponding switch

e Inmost production environments you will be making use of existing NICs, and therefore an existing
vSwitch and select the correct VLAN ID.
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B i e e N N

File Edit View Inventory Administration Plug-ins Help

ﬁ a |@ Home b g Inventory b [Fl Inventory

= [ |esxi0
@ od (&) Add Network Wiza
® Virtual Machines - Network Access
Virtual machines reach networks through uplink adapters attached to wSphere standard switches,
Properties...
Connection Type Select which vSphere standard switch will handle the network traffic for this connection. You may also reate a new Il
Network Access vSphere standard switch using the undaimed network adapters listed below.
Connection Settings
Summary * Create a vSphere standard switch Speed Networks
Intel Corporation 82543GC Gigabit Ethernet Controller {Copper)
¥ BB vmnici Down None
 Use vSwitchD d etwarks
Broadcom Corporation NetXtreme BCM5722 Gigabit Ethernet
[ B vmnico 1000 Full  10.0,138.200-10.0.188.200 L
Preview:
Virtuz| Machine Port Group Phiysical Adaptars
WM Netwark gg—.m vmnicl
Recent Tasks Help | < Back | Next = I Cancel Clear X
ISS————————————————|
Name L — —— I Con ~
@ Power Onvirtual machine @ pfsensewg @ Completed root 04/09/2015 10:40:37 04/08/2015 10:40:37 o4/t
@ Rescan VMF5 E esxil @  Completed root 04/09/2015 10:40:00 04/09/2015 10:40:00 04/ _
- e = .. . . e e e e i im e e =
< | »
@ Tasks | |Eva|uation Mede: 18 days remaining |rDDt
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On this screen we give the network a label. It's important that label is consistent across a Virtual Machine cluster.

The VLAN ID, in this case (and in cases where the port from the physical network switch into VMWare is
configured as an untagged/access VLAN) then you leave it as ‘None (0)'. Forinstances with a tagged/trunk VLAN
port you would enter the VLAN ID here.

Eesxiﬂ - vSphere Client

File Edit View Inventory Administration Plug-ins Help

|E} Home Dﬁﬂ Inventory D@ Inventory

Bl [@ |esxi0
@ old
(@ pfsense-y

Recent Tasks

Virtual Machines - Connection Settings
Use network labels to identify migration compatible connections common to two or more hosts,

Connection Type
Metwork Access

Connection Settings

Summary

Port Group Properties

Metwork Label:

VLAM ID (Optional):

I\'\u‘alled garden

=0 =

Preview:

Viruzl Machine Port Group

‘Walled garden

Physical Adaptars
gg—cm vmnicl

Name 1

< Back

@ Power On virtual machine

¥ RescanVMFS

@ pfsensewg

@ Completed root
& Compleed roct

04/09/2015 10:40:37
04/09/2015 10:40:00

Properties...
-

Clear %

| Con =

04/09/2015 10:40:37  04fc_|
04/09/2015 10:40:00 040 _

i
4

3

|#] Tasks |

|Evaluation Mode: 18 days remaining oot
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You should see your new 'Virtual Machine Port Group’ appear in the Networking section. In this instance you
can see ‘Walled garden’ and it currently connected to a NIC (Physical Adapter) that doesn’t have a physical
connection. In a production environment you should see this Group assigned to a vSwitch that has a connected
NIC before proceeding.

@ esxi0 - viphere Client
File Edit View Inventory Administration Plug-ins Help

d @ Home Dﬂ'ﬂ Inventory D@ Inventory

ENERET esxi0.private.sftwales.com VMware ESXi, 5.5.0, 2068190 | Evaluation (18 days remaining)
g ensewg Err T L e e e Con gu-atio N B N N e N T
Hardware View: |vSphere Standard Switch
Health Status Networking Refresh Add Metworking... Properties...
Processors FreeNAS i} o
Memory
Storage .
»  Metwarking B |4 virtual machine(s)
Storage Adapters FreeNAS E}
Metwork Adapters pfsense &h
Advanced Settings Ubuntu &
Power Management pfsense-wg E}
Software 0 wMkemnel .
Licensed Features vmk1 | VLAN ID: 180
Time Configuration B |fd00:190::1
DNS and Routing fed0::250:56ff:fefe:6b25
Authentication Services VMke ot
Virtual Machine Startup,/Shutdown b |Management Network g
Virtual Machine Swapfile Location vkl : 10.0.188.21 E
Security Profile B [2a01:348:2cd:bc::216
Host Cache Configuration feB0::225:b3ff:feb8:b5b3 | |
System Resource Allocation
Agent VM Settings Standard Switch: vSwitch1 Remove... Properties...
Advanced Settings virsal M o bh N =
1 Walled garden QD 3 B vmnict =
Recent Tasks Mame, Target or Status contains: - ,7 Clear x
Name Target Status Details Initiated by Requested Start Ti..= | Start Time Con
@ Update network configuration Q esxil @ Completed roat 04/08/2015 10:43:17 04/08/2015 10:43:17 041
@ Power Onvirtual machine G pfsensewa @ Completed roat 04/09,/2015 10:40:37 04/09/2015 10:40:37 040 _
e e = .. = . Sy e eeie e e e o e
1 Tasks Evaluation Mede: 18 days remaining  |root
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Virtual Machine Networking Configuration

Click Edit Settings, on the pfSense VM

ﬁesxiﬂ—vSpher& Client - = | & x
File Edit View Inventory Administration Plug-ins Help

€Yy Home | g Inventory b [Ef Inventory |

B g esxi0 @ pfeepse il
e old Hardware |Optior|5 I Resources I Virtual Machine Version: 8
(T3 [ pfsense-wg —Memory Configuration
™ Show All Devices Add... | | =
- Mer
Hardware | Summary I
W Memory 256 MB | -
@ crus 1
Video card Video card -«
= VMCIdevice Restricted
@ SCSI contraller 0 LSI LogicParallel -
% CD/DVD drive 1 [locall - I50s + Swap] ...
& Harddisk1 Wirtual Disk "
BE® Metwork adapter1 SFTWales LAN
-
-
o
i
Recent Tasks Clear %
Help | oK Cancel |
Name Y Time | Con »
@ Power On virtual machin 5/2015 10:40:37 04;'[’:‘
@ Rescan VMF3 esxil Completed 015 10:40:00 04/09/2015 10:40:00 041 I
- e = .- — . . oo oo o J
< | I | 3
& Tasks | |Eva|uation Mode: 18 days remaining |rout
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Next Choose Add, and Ethernet Adapter

Eesxiﬂ - vSphere Client
File Edit View Inventory Administration Plug-ins Help

ﬁ E £y Home b gf] Inventory b [l Inventory
“
o [ esx0 @pfse:ls&wg—i" Machin
@ od Hardware |Opﬁon5 I Resources | Virtual Machine Version: 8
{3 | pfsense-wg
@ Add Hardware - I M i
Device Type 116 MHz
i What sort of device do you wish to add to your virtual machine? }49.00 MB
12.00 MB
Fage Usage
Device Type Choose the type of device you wish to add. B8.36GB
Metwork connection B8.36 GB
Ready to Complete . :
I ! " ) Serial Port (unavailable) Information L 8.36 GB
| -‘:' Parallel Port (unavailable) This device can be added to this Virtual Machine. paity |
| =4 Floppy Drive (unavailable) pGE 120
25 CD/DVD Drive (unavailable) BGB  36¢
& USE Controller B =
USE Device (unavailable) |
(& PCI Device (unavailable) [
= Hard Disk
pat SCSI Device
Help | < Back | Mext = I Cancel |
Recent Tasks Clear X
Help oK Cancel
Name lart Time | Con
¥ Update network configur, 4;{09{2015 10:43:17 o4/t
@ Power Onvirtual machine @ pfsensewg @ Completed root 04/09,/2015 10:40:37 04/09/2015 10:40:37 04/t _
. R p - — . . I I
4 1 | r
|Evaluation Mode: 18 days remaining oot

|9 Tasks |
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You will be asked to select the Adapter Type, E1000 is the default and can be used with pfSense.
Network Label — here you will choose the Virtual Machine Port group you configured earlier. In this case example
we select ‘Walled garden’

ﬁesxiﬂ - vSphere Client
File Edit View Inventory Administration Plug-ins Help

@ Home Dﬂ Inventory Dﬁ Inventory

Bl @ esxi0 @pfs R -
@ od Hardware |0ptior|5 | Resources | Virtual Machine Version: 8
(3 | pfsense-wg
(D Add tardware ) i
Whrt-wpef twork d t to add? 79 M=
fl at type of network do you want to add? \51.00 MB
12.00 MB
rage Usage
Device Type [ Adapter Type 8.36 GB
Network connection Type: |E1000 vl 8.36 GB
Ready to Complete 8.36 GB
I Adapter choice can affect both networking performance and migration compatibility. ic'lty|
i Consultthe VMware KnowledgeBase for more information on choosing among the F
I network adapters supportedfor various guest operating systems and hosts. pGEB 1
6EGB  36¢
—Metwork Connection L
[ =
Network label:
Walled garden - [ |
Port: MfA
—Device Status
¥ Connectat power on
Help | < Back | Mext > I Cancel |
|3 7| = =
Recent Tasks Clear %
Help oK Cancel |
Name lart Time | Con «
¥ Update network configur, 4;;09..’2015 10:43:17 04f1_|
@ Power On virtual machine @ pfsensewg & Completed root 04/09/2015 10:40:37 04/09/2015 10:40:37 04/t _
i R = . — . . T oo e e e m e e o
a 1 | 3
|E Tasks | |Eva|uatinn Mede: 18 days remaining |rDDt
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ISC

Adding the interface into pfSense

Log back into pfSense and choose Reboot system

'@ pfsense-wg.exampleacu: x
<« C' | [ b#ps://10.0.188.214/reboot.php Qsy m =

» System » Interfaces » Firewall » Services » VPN » Status » Diagnostics » Gold

Diagnostics: Reboot System

Are you sure you want to reboot the system?

pfSense is (© 2004 - 2015 by Electric Sheep Fencing LLC. All Rights Reserved. [view license]
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Following reboot, log back into pfSense via the Web Interface. Before you assign an interface, ensure that you
have a Firewall rule that looks like the following to allow HTTPS access on the WAN interface, if it doesn’t exist
then add one. Otherwise, when you add a new interface pfSense will lock you out, and you will need to connect
via the LAN interface (*Walled garden’ VLAN)

'@ pfsense-wg.exampleacu: X
€« C | [ beps://10.0.188.214/firewall_rules.php Qyy m =

» System b Interfaces  » Firewall  » Services P VPN P Status P Diagnostics » Gold  » Help

Firewall: Rules

oot JUTON i epcnoen |

ID Proto Source Schedule Description

* Reserved/not - - - - - - Block bogon networks
assigned by
TANA

*

This Firewall

E3 block

match reject (i }l
. match (disabled) block (disabled) reject (diszbled)

og
log (diszbled)

pass
pass (disabled)

Rules are evaluated on a first-match basis (i.e. the action of the first rule to match 2 packet will be
executed). This means that if vou use block rules, you'l have to pay attention to the rule order.
Everything that isn't explicitly passed is blocked by default.

pfSense is © 2004 - 2015 by Electric Sheep Fencing LLC. All Rights Reserved. [view license]
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ISC

Now Choose, Interfaces, Assign, You should see an ‘Available network port’

'@ pfsense-wg.exampleacul X WY
L C | [ bets://10.0.188.214/interfaces_assign.php

» System » Interfaces » Firewall » Services » VPN » Status » Diagnostics » Gold » Help

Interfaces: Assign network ports

PR SRRY rterac roup | Wrses | U | Qo | Pops | G | i | arces | 1A

Interface Network port

WAN | emD (00:0c:29:57:47:82) ¥ |

Available network ports: | em1 (00:0c:29:57:47:98) ¥ |

Interfaces that are configured as members of a laga(4) interface will not be shown.

pfSense is @ 2004 - 2015 by Electric Sheep Fencing LLC. All Rights Reserved. [view license]
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ISC

Choosing add will create a LAN interface

'@ pfsense-wg.exampleacu: X
C | B b#s://10.0.188.214/interfaces_assign.php

» System  » Interfaces  » Firewall » Services »VPN  »Status b Diagnostics » Gold  » Help

Interfaces: Assign network ports

O SRR rcroce Groues | ks | vLans | s | P | G ] Gar | arcoes | LAco

Interface Network port

WAN em0 (00:0c:29:57:47:8e) ¥

LAN eml (00:0c:29:57:47:98) ¥

Interfaces that are configured as members of 2 lagg(4) interface will not be shown.

pfSense is © 2004 - 2015 by Electric Sheep Fencing LLC. All Rights Reserved. [view license]

https://10.0.188.214/interfaces_assign.php
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Click on LAN to edit the interface. We would recommend changing the description to something like ‘Walled
Garden’ reflecting the Network Label/VLAN name used on the network. The same can be done for the WAN
interface.

'@ pfsense-wg.exampleac.ul X
&« C' [ b#ps://10.0.188.214/interfaces.php?if=lan Q vy W

» System » Interfaces » Firewall » Services » VPN » Status » Diagnostics » Gold » Help

Interfaces: LAN HE@@

General configuration

Enable ¢! Enable Interface

Destription I\ Walled Garden |
Enter 2 description (name) for the interface here.

1Pv4 Configuration Type None A

IPv6 Configuration Type MNone

MAC address

This field can be used to modify ("spoof”) the MAC address of this interface
Enter a2 MAC address in the following format: xoooocoeoc or leave blank

1If you leave this field blank, the adapter's default MTU will be used. This is typically 1500 bytes but can vary in some
circumstances.

If you enter a value in this field, then MSS damping for TCP connections to the value entered above minus 40 (TCP/IP
header size) will be in effect.

Speed and duplex Advanced | - Show advanced option

Private networks

Block private networks
When set, this option blocks traffic from IP addresses that are reserved for private networks as per RFC 1918 (10/8,
172.16/12, 192.168/16) a5 well as loopback addresses (127/8).  You should generally leave this option turmed on, unless
your WAN network: lies in such a private address space, too.

Block bogon networks
When set. this ootion blocks traffic from IP addresses that are reserved (but not RFC 1918) or not vet assianed bv -
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Next we assign an IP address to the LAN/Walled Garden interface. The IP address and IP subnet should be
e Unique on your network to prevent any unexpected behaviour
e Within one of the IP subnets permitted for use on LANs as per RFC-1918
O 172.16.0.0 —172.31.255.255(172.16.0.0/12)
O 10.0.0.0—10.255.255.255 (10.0.0.0/8)
0 192.168.0.0-192.168.255.255(192.168.0.0/16)
e  We would recommend a minimum of 256 (i.e. a /24) and a maximum of 1024 (/22)
e Inthis example we use documentation IP address space 198.51.100.254/24 - Do not use this on your LAN!

e Itisvery unlikely that you will need Public IP address for this solution

'(@ pfsense-wg.exampleacu: X WY 18 J
&= C | B b#ps://10.0.188.214/interfaces.php?if=lan Ay m =

» System » Interfaces » Firewall » Services » VPN » Status » Diagnostics » Gold » Help

you lezve this fiel
drcumstances.

If you enter @ value in this field, then MSS damping for TCP connections to the value entered zbove minus 40 (TCR/IP
header size) will be in effect.

Speed and duplex Advanced |- Show advanced option

Static IPv4 configuration

1Py address [, 198.51.100.254 i[22 7]

IPv4 Upstream Gateway Mone ¥ | -oradd a new one.

If this interface is an Internet connection, select an existing Gateway from the list or add a new one using the link above,
©n local LANs the upstream gateway should be "nong”,

Private networks

Block private networks
When set, this option blocks traffic from IP addresses that are reserved for private networks as per RFC 1918 (10/8,
172.16/12, 192.168/16) as well as loopback addresses (127/8). ou should generzlly leave this option turned on, unless
wour WAN network lies in such 2 private address space, too.

Block bogon networks
When set, this option blocks traffic from IP addresses that are reserved (but not RFC 1918) or not yet assigned by
IANA.  Bogons are prefixes that should never appear in the Internet routing table, and obviously should not appear as
the source address in any packets you receive.

Mote: The update frequency can be changed under System-=Advanced Firewall/NAT settings.

Save || Cancel
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Next reconfigure the DHCP server. By going to Services, DHCP. You will need to enter the IP range to be
assigned via DHCP.

Generally you can assign almost the complete ‘Available range’. We would recommending keeping some IPs
free if you are aware that your wireless controller(s) require SVIs (Meru and Cisco do).

'@ pfsense-wg.exampleacul X
€« C | [ bes://10.0.188.214/services_dhcp.php Quy m =

» System » Interfaces » Firewall » Services » VPN » Status » Diagnostics » Gold * Help

Services: DHCP server

The following input errors were detected:

The field Range begin is required.
The field Range end is required.

WALLEDGARDEN

¥ Enable DHCP server on WALLEDGARDEN interface

Deny unknown clients
If this is checked, only the dients defined below will get DHCP leases from this server.

Subnet 198.51.100.0

Subnet mask 255.255.255.0

Available range 198.51.100.1 - 198.51.100.254

L=Ee [, 198.51.100.1 to |\, 198.51.100.250

Additional Pools If you need additional pools of addresses inside of this subnet outside the above Range, they may be specified here.

Pool Start | Pool End Description | =
)

WINS servers

DNS servers
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Captive Portal configuration

Under Services, you will find Captive Portal

"@ pfsense-wg.example.acul X
&« C | & b#tps://10.0.188.214/services_dhep.php Q 7| W
» System » Interfaces » Firewall ¥ Services » VPN » Status » Diagnostics » Gold  » Help
Captive Portal
DHCP Relay
Services: DHCP server DHCP Server OEGaUR
DHCPv6 Relay
WALLEDGARDEN DHCPV6 Server/RA
DNS Forwarder
DMNS Resolver DGARDEN interface
Dynamic DNS
IGMP proxy
Load Balancer
NTP
PPPoE Server
Available range 198.51.100. 85 NV 7:3
Range UPnP & NAT-PMP

Wake on LAN
Additionzl Pools S inside of this subnet outside the above Range, they may be specified here.

d below will get DHCP leases from this server.

Subnet

Subnet mask 255.255.25.

[, 198.51.100.250

| Pool End Description |

WINS servers

DNS servers

NOTE: leave blank to use the system default DNS servers - this interface's IP if DNS Forwarder or Resolver is enabled,
otherwise the servers configured on the General page.

n this interface of the firewall as the . Specify an alternate gateway here if this is not -
eds Teemo et £ =

https://10.0.188.214/services_captiveportal.php »

S —
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Choose to add a Captive Portal Zone, and you will be presented with the following window. Note the restriction
around zone names.

'@ pfsense-wg.exampleac.ut: X
L o C' | & b#ps://10.0.188.214/services_captiveportal_zones_edit.php

» System » Interfaces » Firewall » Services » VPN » Status » Diagnostics » Gold » Help

Services: Captive portal: Edit Zones HAu®

Edit Captive Portal Zones

Zone name l'\

Zone name. Can only contain letters, digits, and underscores (_).

Description l'\
You may enter 2 description here for your reference (not parsed).

Continue

pfSense is © 2004 - 2015 by Electric Sheep Fencing LLC. All Rights Reserved. [view license]
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This is the main captive portal configuration page.
Under Interfaces

Choose the appropriate interface. In this case we have named the interface concerned ‘WALLEDGARDEN'

'@ pfsense-wg.exampleacul X
€« C' | & b#tps://10.0.188.214/services_captive

portal.php?zone=walledgarden

» System » Interfaces » Firewall } Services » VPN } Status } Diagnostics » Gold  » Help

Services: Captive portal: walledgarden

captive portal(s) [T

¢ Enable captive portal

WALLEDGARDEN
Select the interface(s) to enable for captive portal.

Maximum concurrent
connections

per client IP address (0 = no limit)
Th\s setting limits the number of concurrent connections to the captive portal HTTP(S) server. This does not set how many
users can be logged in to the captive portal, but rather how many users can load the portal page or authenticate at the
same time! Possible setting allowed is: minimum 4 connections per dient IP address, with 2 total maximum of 100
connections.

Idle timeout

minutes

Cllents will be disconnected after this amount of inactivity. They may log in again immediately, though. Leave this field
blznk for no idle timeout.

Hard timeout

minutes

CI|ents will be disconnected after this amount of time, regardless of activity. They may log in again immediately, though.
Leave this field blank for no hard timeout (not recommended unless an idle timeout is set).

Pass-through credits allowed
per MAC address

per client MAC address (0 or blank = none)
Th|s setting allows passing through the captive portal without authentication 2 limited number of times per MAC address.
Once used up, the client can only log in with valid credentizals until the waiting period specified below has expired.
Recommended to set 2 hard timeout and/or idle timeout when using this for it to be effective.

Waiting period to restore
pass-through credits

hours

CI|ents will have their available pass-through credits restored to the original count after this amount of time since using the
first one. This must be above 0 howrs if pass-through credits are enabled.

Reset waiting period on
attempted access

Enable waiting period reset on attempted access
If enzbled, the waiting period is reset to the original duration if access is attempted when all pass-through credits have
zlready been exhausted.

Logout popup window

Enable logout popup \mndow -
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Under Pre-authentication redirect URL —you should insert the help page you wish to use for your Walled Garden,
this could be a direct link to eduroam CAT, as suggested below, but maybe your organisations eduroam support
webpage.

' ‘@ pfsense-wg.exampleacuk X (‘f’ edurcam Configuration £ x(‘f’ eduroam Configuration £ X

C' | B b#tps://10.0.188.214/services_captiveportal php?zone=walledgarden

» System » Interfaces » Frewall » Services » VPN » Status » Diagnostics » Gold  » Help

Waiting period to restore

pass-through credits

hours

Clients will have their available pass-through credits restored to the origingl count after this amount of time since using the
first one. This must be above 0 hours if pass-through credits are enabled.

Reset waiting period on
attempted access

Enable waiting period reset on attempted access
If enzbled, the waiting period is reset to the original duration if access is attempted when zll pass-through credits have
zlready been exhausted.

Logout popup window

Enable logout popup window

If enabled, 2 popup window will appear when dients are allowed through the captive portal. This allows dients to explicitly
disconnect themselves before the idle or hard timeout occurs.

Pre-authentication redirect

e {® https://cat.eduroam.org/?idp=967

Use this field to set $P0RTAII_;REDIRURL$ varizble which can be accessed using your custom captive portal index.php page
or eITor pages.

After authentication

Redirection URL
selirection If you provide 2 URL here, dients will be redirected to that URL instead of the one they initizlly tried to access after

they've authenticated.

Blocked MAC address redirect
If you provide 2 URL here, MAC addresses set to be blocked will be redirect to that URL when attempt to access anything.

Concurrent user logins Disable concurrent logins

If this option is set, only the most recent login per username will be active. Subsequent logins will cause machines
previously logged in with the same username to be disconnected.

MAC filtering Disable MAC filtering

If this option is set, no attempts will be made to ensure that the MAC address of dients stays the same while they're
logged in.This is required when the MAC address of the dlient cannot be determined (usually because there are routers
between pfSense and the clients). If this is enabled, RADIUS MAC authentication cannot be used.

Pass-through MAC Auto Entry Enable Pass-through MAC automatic additions

If this option is set, @ MAC passthrough entry is automatically added after the user has successfully authenticated. Users of
that MAC address will never have to authenticate again. To remove the passthrough MAC entry you either have to log in
and remaove it manually from the MAC tab or send a POST from another system to remove it. If this is enabled, RADIUS
MAC authentication cannot be used. Also, the logout window will not be shown.

Enable Pass-through MAC automatic addition with username
If this option is set, with the automatically MAC passthrough entry created the username, used during authentication, will be
saved. To remove the passthrough MAC entry you either have to log in and remove it manuzlly from the MAC tab or send &
POST from another svstem to remove it.
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Under ‘portal contents page’, you will need to select ‘Choose file'... At this point it would state ‘No file chosen’

' @@ pfsense-wg.example.acu. % “" edurcam Configuration £ % “" eduroam Configuration £ x Y

= C' | B b#ps://10.0.188.214/services_captiveportal.php?zone=walledgarden Qiy m =

» System » Interfaces » Firewall » Services » VPN } Status » Diagnostics » Gold » Help

This aption changes the MAC address format used in the whole RADIUS system. Change this if you also need to
change the username format for RADIUS MAC authentication.

default: 00:11:22:33:44:55

singledash: 001122-334455

ieth: 00-11-22-33-44-55

cisco: 0011.2233.4455

unformatted: 001122334455

HTTPS login L Enable HTTPS login
If enabled, the username and password will be transmitted over an HTTPS connection to protect against eavesdroppers. A
server name znd certificate must zlso be specified below.

HTTPS server name

This name will be used in the form action for the HTTPS POST and should match the Common Name (CN) in your
certificate (otherwise, the client browser will most likely display 2 security warning). Make sure czptive portal dients can
resolve this name in DNS and verify on the client that the P resolves to the correct interface IP on pfSense.

SSL Certificate | webConfigurator default (55e86d4723f83) ¥ |

Disable HTTPS forwards Disable HTTPS forwards
If this option is set, attempts to connect to SSL/HTTPS (Port 443) sites will not be forwarded to the captive portal. This
prevents certificate errors from being presented to the user even if HTTPS logins are enzbled. Users must attempt 2
connecton to an HTTP (Port 80) site to get forwarded to the captive portal. If HTTPS logins are enzbled, the user will be
redirected to the HTTPS login page.

Portal page contents ]| Choose file |captiveportal.php

Uplozad an HTML/PHP file for the portal page here (leave blank to keep the current one). Make sure to include a form (POST
to "$PORTAL_ACTIONS") with & submit button (name="accept") and a hidden field with name="redirurl" ani
value="$PORTAL_REDIRURLS$". Include the "zuth_user" and "auth_pass" znd/or "auth_voucher” input fields if authentication
is enabled, otherwise it will always fail. Example code for the form:

<farm method="post” action="$PORTAL ACTIONS">
<input 5
<input type="
finput name=Tauth_vsucher® Typ
¢input name="redirurl” type="hidden” value="SPORTAL_REDIRUALS™>
¢input name="iccept” types"submit” valus="Continue™

<fFarm>
Authentication ] Choose file | No file chasen
S;T;i[reﬁ;ge The contents of the HTML/PHP file that you upload here are displayed when an authentication error occurs. You may incude
"$PORTAL_MESSAGES", which will be replaced by the error or reply messages from the RADIUS server, if any.
Logout ] Choose file | No file chosen -
4 | 3

Configuring pfSense 64



Jisc Walled garden for on-boarding user devices to eduroam

Under preparation you should have downloaded the RAW (PHP) version of the following code from
Gist/GitHub. Inthe example below it is the ‘captiveportal.php’ file on the local machine.

& Open - ‘

@-‘| L » iso ~ | %4 || Search iso pel | =
Organize « MNew folder =~ 0 @ I ZeWt
¥ Favorites MName Date modified Type Size

B Desktop =] captiveportal 28/05/201512:31 PHP File 1KB
. Organisational In || pfSense-LiveCD-2.2.4-RELEASE-amd64 03/09,/2015 16:38 Disc Image File 302,038 KB
& Downloads
“El Recent Places
wie. ownCloud
#& OneDrive for Bus| =
@ SharePoint
4 Libraries
@ Documents
J’ Music
[ Pictures
EE videos
1% Computer
&= 0SDisk (C) 2
File name: captiveportal - ’AH Files v]
I Open |vl ’ Cancel ] |
is enabled, otherwise it will always fail. Example code for the form: -
<farm method="post” action="$PORTAL_ACTIONS">
<input name="auth_user” type="text":
<input name="auth_pass" type="password":
<input name="auth_voucher™ type="text™:
cinput mame="radirurl” typaz"hiddan” value="3P0ATAL_BEDIRUALE™:
cinput names="accept” Types"zubmit” value="Conzinue™s
<fform>
Authentication J| Choose file | No file chosen
Sg:icreﬁtasge The contents of the HTML/PHP file that you upload here are displayed when an authentication error occurs. You may incude
"$PORTAL_MESSAGES", which will be replaced by the error or reply messages from the RADIUS server, if any.
<UL | Choose file | No file chosen -
| 3
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Under portal page contents, you should now see captiveportal.php listed

' @@ pfsense-wg.example.acu. % “P edurcam Configuration £ X “f’ eduroam Configuration £ X
<« C' | & h#tps://10.0.188.214/services_captiveportal. php?zone=walledgarden Qo M| =

» System » Interfaces » Firewall » Services » VPN » Status » Diagnostics » Gold  » Help

default v

This option changes the MAC address format used in the whole RADIUS system. Change this if you also need to
change the username format for RADIUS MAC authentication.

default: 00:11:22:33:44:55

singledash: 001122-334455

ieth: 00-11-22-33-44-55

cisco: 0011.2233.4455

unformatted: 001122334455

HTTPS login Enable HTTPS login
If enzbled, the username and password will be transmitted over an HTTPS connection to protect against eavesdroppers. A
server name znd certificate must zlso be specified below.

HTTPS server name

This name will be used in the form action for the HTTPS POST and should match the Common Name (CN) in your
certificate (otherwise, the dlient browser will most likely display 2 security waming). Mzke sure captive portal clients can
resolve this name in DNS and verify on the client that the IP resolves to the comrect interface IP on pfSense.

SSL Certificate webConfigurator default (55eB6d4723f83) ¥

Disable HTTPS forwards Disable HTTPS forwards
If this option is set, attempts to connect to SSL/HTTPS (Port 443) sites will not be forwarded to the captive portal. This
prevents certificate errors from being presented to the user even if HTTPS logins are enzbled. Users must attempt 2
connecton to an HTTP (Port 80) site to get forwarded to the captive portal. If HTTPS logins are enzbled, the user will be
redirected to the HTTPS login page.

Portal page contents ]| Choose file |captiveportal.php

Upload an HTML/PHP file for the portal page here (leave blank to keep the current one). Mzke sure to include a form (POST
to "$PORTAL_ACTIONS") with & submit button (name="accept") and a hidden field with name="redirurl" ani
value="$PORTAL_REDIRURL$". Include the "auth_user" and "auth_pass" znd/or "auth_voucher” input fields if authentication
is enabled, otherwise it will always fail. Example code for the form:

«farm method="post” action="SPORTAL_ACTIONS":>
<input name="auth_use "
<input name="auth_p
cinput name="auth_vsucher® Typ
¢input name="redirurl” type="hidden” value="$PORTAL REDIRUALS™:
¢input name="accept” types"submit” valus="Continue”
</ Farms

Authenticztion 0| Choose file | Na file chasen
:gr%reﬁ;ge The contents of the HTML/PHP file that you upload here are displayed when an authentication error ocours. You may include

"$PORTAL_MESSAGES", which will be replzced by the error or reply messages from the RADIUS server, if any.

Logout 1| choose file | No file chosen -
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Under the Allow Hostnames tab, you should now be able to add hostnames of websites which you want to be
accessible via the Walled Garden. The next section discusses this further.

'%’ pfsense-wg.exampleacut x
€ > C | & b#ps//10.0.188.214/services_captiveportal_hostname.php?zone=walledgarden Qe m =

» System » Interfaces » Firewall » Services » VPN » Status » Diagnostics » Gold » Help

Services: Captive portal: walledgarden > [ o [E])
 Corverorat ] rc | Alvedie s Y 0T O

Hostname Description @
| [»] cat.edurozam.org @ @

Q

Note:

Adding zllowed Hostnames will zllow 2 DNS hostname access to/from access through the captive portal without being taken to the portal
page. This can be used for 2 web server serving images for the portal page or 2 DNS server on another network, for example. By specifying
from addresses, it may be used to zlways zllow pass-through zccess from z client behind the captive portal.

any p. X.X.X.XAll connections to the Hostname are allowed

wxxx g any Al connections from the Hostname are allowed
D4l connections to and from the Hostname are allowed

pfSense is © 2004 - 2015 by Electric Sheep Fencing LLC. All Rights Reserved. [view license]
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Configuring allowed websites
We would suggest the following as a minimum;

e The 'Required’ list from the eduroam CAT (Configuration Assistance Tool) website (the list is recreated
in the next section)

e Yourorganisations eduroam support web page.
e eduroam support web page of any partners who may make regular use of your network.

Note: webpages will be available over an open public Wi-Fi network, and so you should avoid sites that may pass
sensitive information e.g. authentication, and pay close attention to any sites which may open up wider access
e.g. Google which are part of the recommendations from eduroam CAT

Configuring pfSense 68


https://cat.eduroam.org/

J' Walled garden for on-boarding user devices to eduroam

ISC

eduroam CAT website list

The following are a list of websites that should be opened via a walled garden. These are taken directly from the

eduroam CAT website, and are available on the ‘About eduroam CAT’ link. The screenshot and tables below
were taken on 6% July 2016.

Screenshot

eduroam CAT is publicly accessible. To enable its use behind captive portals (e.g. on a 'setup’ SSID which only allows access to
CAT for device configuration), the following hostnames need to be allowed for port TCP/443 in the portal:

REQUIRED

cat.eduroam.org (the service itself)

crl3.digicert.com, crl4.digicert.com (the CRL Distribution Points for the site certificate), also TCP/80
ocsp.digicert.com (the OCSP Responder for the site certificate), also TCP/80
android.l.google.com (Google Play access for Android App)

android.clients.google.com (Google Play access for Android App)

play.google.com (Gooagle Play access for Android App)

ggpht.com (Google Play access for Android &pp)

RECOMMENDED for full Google Play functionality (otherwise, Play Store will look broken to users and/or some non-wvital
functionality will not be available)

photos-ugc.l.google.com
googleusercontent.com
ajax.googleapis.com
play.google-apis.com
googleapis.l.google.com
apis.google.com
gstatic.com
www.google-analystics.com
wallet.google.com
plus.google.com
checkout.google.com

Lists

Required Recommended

cat.eduroam.org photos-ugc.l.google.com

cri3.digicert.com googleusercontent.com

crlg.digicert.com ajax.googleapis.com

ocsp.digicert.com play.google-apis.com

android.l.google.com googleapis.l.google.com

android.clients.google.com apis.google.com

play.google.com gstatic.com

ggpht.com www.google-analystics.com
wallet.google.com
plus.google.com
checkout.google.com
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Installing Open VM Tools

If you have installed into VMware then you should install the VMware tools. In this case we use the Open VM
Tools which are available as package within pfSense.

Choose System, and Packages

'@ pfsense-wg.exampleac.u: X
€ - C | &bers//10.0.188.219/index.php w | =

~System  » Interfaces  » Frewall » Services » VPN  » Status  » Diagnostics » Gold  » Help
Advanced
Cert Manager

Firmware
General Setup
High Avail. Sync
Logout
Packages

ense-wg.example.ac.uk 1000baseT <full-duplex=
Routing Y WAN
Setup Wizard 4-RELEASE (amd64) (DHCP) 10.0.188.219

t on Sat Jul 25 19:57:37 CDT 2015 2a01:348:2cd:bc: 20c:29ff:fe57:478e
User Manager eB5D 10.1-RELEASE-p15

Interfaces

1000baseT <full-duplex>

Obtaining update status ... e B 198.51.100.254

Platform pfSense

Intel(R) Xeon(R) CPU 3065 @ 2.33GHz
Current: 230 MHz, Max: 2327 MHz

Uptime 00 Hour 08 Minutes 34 Seconds

CPU Type

Current

- Thu Oct 29 15:23:28 GMT 2015
date/time Y

127.0.0.1

10.0.188.253
i 10.0.188.1
server(s) 5868
8.8.4.4

Thu Oct 29 15:19:37 GMT 2015

0% (27/22000)
Show states

MBUF Usage

8% (1086/14112)
Load average 0.13, 0.24, 0.16

AL g (Updating in 10 seconds)

66% of 221 MB

19 of 511 MR
https://10.0.188.219/pkg_mgr_installed.php — -
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From within Package Manager choose Available Packages.

- T -8 <
€ - C | 5 b#ps//10.0.188.219/pkg_mgr_installed.php o oM =

» System » Interfaces  » Firewall » Services  » VPN » Status  » Diagnostics  » Gold » Help

System: Package Manager

LUET UMY E SNl Installed Packages

Name |r | Description

There are no packages currently installed.

pfSense is © 2004 - 2015 by Electric Sheep Fencing LLC. All Rights Reserved. [view license]
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You will find Open-VM-Tools in the All Packages list. Once located Choose the Install button on the right hand
side.

' Q@ pisense-wg.exampleacu. X
€« C | [ b#s://10.0.188.219/pkg_mgr.php Jol m =

» System  » Interfaces  » Frewall  » Services » VPN » Status  » Diagnostics  » Gold  » Help ﬁnpfsmsew.exmmle.ac.u] -

monitoring applications, and RRD for persistently storing traffic statistics.

Mo package info, check the forum

ntopng Network Management | BETA ntopng (replaces ntop) is a network probe that shows network usage in a

0.8.1 way similar to what top does for processes. In interactive mode, it displays

platform: 2. the network status on the user's terminal. In Web mode it acts as a Web
server, creating an HTML dump of the network status. It sports a
NetFlow/sFlow emitter/collector, an HTTP-based dient interface for
creating ntop-centric monitoring applications, and RRD for persistently
storing traffic statistics.

Mo package info, check the forum

Network Management | BETA Network UPS Tools.
211

platform: 2. Package info
2.2.999

Services Stable The olsr.org OLSR daemon is an implementation of the Optimized Link State
1.0.3 Routing protocol. OLSR is a routing protocol for mobile ad-hoc networks.
platform: 2. The protocol is pro-active, table driven and utilizes a technique called
2,2,999 multipoint relaying for message flooding.

Mo package info, check the forum

Open-VM-Tools Services Stable VMware Tools is a suite of utilities that enhances the performance of the
128054412 virtual machine’s guest operating system and improves management of the
platform: 2.2 virtual machine.

Package info

OpenBGFD STABLE OpenBGPD is a free implementation of the Border Gateway Protocol, version
0.9.3.8 4. It allows ordinary machines to be used as routers exchanging routes with
platform: 2.2 other systems speaking the BGP protocol.
WARNING! Installs files to the same place as Quagga OSPF.
Installing both will result in a broken state, remove this package
before installing Quagga OSPF.

Package info

OpenVPN Client Security RELEASE Allows a pre-configured OpenVPN Windows Client or Mac 05 X's Viscosity
Export Utility 1.2.20 configuration bundle to be exported directly from pfSense.
platform: 2.2

Mo package info, check the forum

pfBlockeriG Firewall Stable pfBlockerNG is the Next Generation of pfBlocker.

1.10 Manage IPwd/v6 List Sources into "Deny, Permit or Match' formats.

platform: 2.2 Country Blocking Database by MaxMind Inc. (Geolite Free version).
De-Duplication, Suppression, and Reputation enhancements.
Provision to download from diverse List formats.
Advanced Integration for Emerging Threats IQRisk IP Reputation Threat
Sources.
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Choose Confirm

'@ pfsense-wg.exampleacu: X
€ - C' | 3b#ps//10.0.188.219/pkg_mgr_install.php?id=0pen-VM-Tools < m =

» System » Interfaces ~ » Firewall » Services  » VPN » Status  » Diagnostics  » Gold + Help

System: Package Manager: Install Package

Available packages Package Installer
Package: Open-VM-Tools wil be installed.
Please confirm the action.

pfSense is @ 2004 - 2015 by Electric Sheep Fencing LLC. All Rights Reserved. [view license]
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This is the Open-VM-Tools package installing...
' () pfsense-wg.exampleacul ¥
& — X | [ h#ps//10.0.188.219/pkg_mgr_install.php | . =

» System » Interfaces  » Firewall » Services  » VPN » Status  » Diagnostics

System: Package Manager: Install Package

—
.»

|Installing Open-VM-Tools and its dependencies.

Beginning package installation for Open-VM-Tools .

Downloading package configuration file... done.

Saving updated package information... dons.

Downloading Open-VM-Teels and its dependencies...

Checking for package installation...

Downloading https://files.pfsense.org/packages/le/All/open-vm-tools-
1280544_0-amd64.pbi ... 26%
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Once the Open-VM-Tools package is complete, you will see ‘Installation completed'.

'@ pfsense-wg.exampleacu:
€« - C' | B b#ps//10.0.188.219/pkg_mgr_install.php?mode=installedinfo&pkg=0pen-VM-Tools T m =

» System  » Interfaces  » Frewall » Services » VPN  » Status  » Diagnostics » Gold  » Help

System: Package Manager: Install Package
S
—_—,ee———

|Dpen—VM—Tools installation completed.

Beginning package installationm for Open-VM-Tools .
Downloading package configuration file... done.
Saving updated packsge information... done.
Downloading Open-VM-Tools and its dependencies...
Checking for package installation...

Downloading https://files.pfsense.org/packages/1e/All/ocpen-vm-tools-
1288544 9-amded.pbi ... (extracting)

Loading package configuraticn... done.

Configuring package components...

Loading package configuraticn... done.
Additional files... done.

Loading package instructions...

Custom commands. ..

Executing custom_php_install_command(}...done.
Services... done.
Writing configuration... done.

Installation completed. Please check to make sure that the package is
configured from the respective menu then start the package.
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You should check that that Open-VM-Tools (vmware-guestd) is running by choosing Status, Services.

' @ pfsense-wgexampleacu %

€ - C | B« b#ps://10.0.188.219/status_services.php?mode=startservice&service=vmware-guestd e M =

+ System v Interfaces  » Frewall » Services »VPN  » Status  » Diagnostics » Gold  » Help

Status: Services

Status

apinger Gateway Menitoring Daemon 3 Running

captiveportal Captive Portal: walledgarden 3@ Running

dhepd DHCP Service 3 Running

ntpd NTP clock sync @ Running

unbound DMS Resolver @ Running

vmware-guestd WMware Guest Daemaon 3 Running

pfSense is @ 2004 - 2015 by Electric Sheep Fencing LLC. All Rights Reserved. [view license]
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You should also check that the underlying VMware Hypervisor/Virtualisation Software sees that Tools are now
installed. As you can see it reports ‘Running (3™-party/Independent)’.

ﬁ esxil - viphere Client ‘ - — N - = | & b4

File Edit View Inventory Administration Plug-ins Help

|@ Home b gf] Inventory D@ Inventory |

= [ esxio pfsense-wg
@ FreeNAS
e Powered off VMs EMyTuEL Resource Allocation | Performance | Events | Console ' Permissions
g vMs
@ pfsense-wg General Resources
Guest O.S: FreeBsD (64-bit) Consumed Host CPU: 83 MHz
VM Version: 8 Consumed Host Memary: 295.00 MB
CPU: 1vCPU Active Guest Memory: 199.00 MB
Memary: 256 MB Refresh Storage Usage
Memory Overhead: 45.38 MB Provisioned Storage: 8.36 GB
YMware Tools: @ Running (3rd-party/Independent) Not-shared Storage: 8.36 GB
IP Addresses: 10.0.188.219 View all Used Storage: 8.36 GB
Storage ~ | Drive Type Capat’lty|
DS Name: pfsense-wg.example.ac.uk a locall - IS0s + 5. Non-S50 149.00 GB 3t
State: Powered On a vm-storage 55D 379.75 GB 3
Host: esxi0.private,sftwales.com 4 [ | [
Active Tasks: .
Netw T
vSphere HA Protection: (& Nja &1 or | Trpe
Q ‘Walled garden standard port group
Commands Q SFTWales LAN standard port group
Shut Down Guest
Il Suspend
@ Restart Guest
i Edit Settings
[ Open Console
Annotations
# Edit
Notes: -
&7 Tasks [ |Bvaluation Mode: 11 days remaining oot
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Access Point configuration

There are many access points and potential configurations that you may have. The following points should assist
you in considering those steps

For VM installations (particularly VMWare)

o Ensure that you have added the Walled Garden VLAN to all VMware Servers in your Cluster, and
across all interfaces that connect to that vSwitch.

o Ensure that all interfaces between the VMware Nodes (Hypervisors) have added the Walled
Garden VLAN to all Switch ports that connect with VMware.

* These can be problematic to trace. Neighbour discovery protocols such as LLDP and
CDP can help here.

For physical installations

o Ensure that you have added the Walled Garden VLAN to the LAN port of the pfSense
device/server. You will (unless you configured VLANSs in pfSense) need to use a port with no
802.1q VLAN tagging in place (untagged [ access VLAN)

For all installations

o Ensure that the Walled Garden VLAN is tagged between the pfSense server/VM and your Access
Point or Access Point Controller.

o Create asingle Open SSID with no authentication, and ensure that it allocates devices to the
Walled Garden VLAN.

o Forthis Open SSID ensure that Client Isolation is turned on, such that devices can only
communicate with the pfSense LAN interface within the Walled Garden VLAN, and not with
each other
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Testing the user experience

This is an example from an Android device; the user will see an open network — in this case ‘exampleorg-setup’.
You must not call this ‘eduroam-setup’ as it violates the eduroam(UK) Technical specification, ideally you
should put your organisation name (or a fairly unique derivative of that your users will recognise)

in] O @ il =8 11:17
<4 wiF

exampleorg-setup

=

Connected -
eduroam =
Saved, secured with 802.1x a
SFTWales =
Saved, secured with WPA2 a
VM521258-2G i
Secured with WPA/WPA2 (WPS “‘a
available)

VM543756-2G gy
Secured with WPA/WPA2 (WPS “‘a
available)

VM364780-2G /5
Secured with WPA/WPA2 (WPS “a
available)

BTWifi-X =
Secured with 802.1x a
& + :

Testing the user experience 79


https://community.jisc.ac.uk/library/janet-services-documentation/eduroamuk-technical-specification

Jisc Walled garden for on-boarding user devices to eduroam

Once connected they should receive an IP address. Ensure this is consistent with what you have configured
within pfSense on the LAN interface.

2 a1 728 11:17

exampleorg-setup

Status
Connected

Signal strength
Excellent

Link speed
65Mbps

Security
None

IP address
198.51.100.2

Cancel
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Many device operating systems and browsers will detect that they are in a captive portal and ask users to ‘Sign
into Wi-Fi’ this should redirect them to your help page or the eduroam CAT page for your organisation.

Notifications Quick se

_l _l 43 tl:lr‘isde?as'jfember2015

Sign in to Wi-Fi network

7

"exampleorg-setuf
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This is an example of a device being directed to your help page or the eduroam CAT page for your organisation.

& a1 720 11:18

(3 ) s//cateduroam.org/t [2] @

CAT was recently upgraded to version
1.1. Please report any issues to the
mailing list cat-users@geant.net

eduroam CAT 2200 )

View this page in
English(GB)

Select your country
United Kingdom

Select your institution

ISC

Choose an installer to download
Android 4.4 KitKat

Do you have an account at this
Institution?

If so and if the other settings
above are OK then click here to

P [P RS |
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